


Region 14 Education Service Center
Alternative Certification Program

Tina Wyatt
Program Coordinator B,",e McKeever Gr eg P r ddy
Teacher Certification Superintendent Program Principal Program
Master of Education
325) 675-7014 . -
Associates Degree Program ( ) Office: (325) 675-8684
(325) 675-7026 bmckeever@esc14.net gpriddy@escl14.net

twyatt@escl14.net

Programs Offered

e Teacher Certification
Now Enrolling for 2020-2021 Cohort Through December 1st, 2020.

e Principal Certification
e Master of Education with Principal Certification
e Superintendent Certification
e Associates Degree in Child Development

In collaboration with Cisco College - An opportunity for educational aides to
earn an associates degree in child development while continuing to work!

e GED Testing Que 5 tl.OnS)

Co
Uact 5
Candice Escobar administrative Assistant - (325) 675-7020 cescobar@esc14.net

See more at hitps://www.esc14.net/page/acp_home or bit.ly/312FgNR



https://sites.google.com/esc14.net/region-14-acp/home/teacher-certification?authuser=0
mailto:twyatt@esc14.net
https://sites.google.com/esc14.net/region-14-acp/home/superintendent-certification?authuser=0
mailto:bmckeever@esc14.net
https://sites.google.com/esc14.net/region-14-acp/home/principal-certification-program?authuser=0
mailto:gpriddy@esc14.net
mailto:cescobar@esc14.net
https://www.esc14.net/page/acp_home

@ Texas Association of School Boards

FIELD SERVICE ANNOUNCEMENTS FOR NOVEMBER

Rick Howard, Field Service Representative
We have a lot going on in the way of training and services right now so please review the items below.

Legal Seminar, November 5-6

As with all our other training this fall, the annual Legal Seminar will be presented in virtually. The attor-
neys from TASB Legal Services are providing up to six hours of continuing education credit (CEC) for reg-
istered attendees. Two topics will be broadcast on Thursday, November 5, and two topics on Friday, No-
vember 6. During the broadcasts, presenters will be available online to answer your questions. In addi-
tion, both sessions will be followed by a live Q&A panel for up to two hours of credit. All sessions will be
recorded and available to registered attendees for 30 days after the broadcast.

XG Conference, November 9-10

The XG Summit highlights current research and promising practices related to school governance and
student success. TASB hosts this convening of national thought leaders with Texas trustees and adminis-
trators. Trustees and superintendents share their examples of promising practices related to leading
governance research. Attend the summit to learn more about the latest research and what that looks
like in Texas public school governance.

Teacher Incentive Allotment Strategic Planning Workshop, November 17-18

Hear from the experts at TASB HR Services and Kreuz Consulting Group about TIA and effective models
of educator incentive programs.

Topics covered:

eDetermining steps and decisions to prepare for TIA implementation

ePlanning strategically for TIA system development

eCoordinating educator evaluation systems and student growth measures

eImplementing and managing a student learning objective (SLO) process

eTransforming your district’s talent management processes into an integrated system

eExamining Human Capital Management Systems and lessons learned across the nation

Student Video Contest, Opens Dec 1

Back by popular demand, we hope this year's Student Video Contest is bigger and better than ever!
Make a creative video showing how your school has learned and grown in the face of adversity.

Rural, urban, big, small—every school community faces its own unique set of challenges each school
year. The goal of the video is to highlight how your school has boldly overcome barriers to support stu-
dents, teachers, and public education as a whole. Previous year submissions are available at the link for
models to consider. In each category (elementary, middle/junior, and high school) there will be a first
prize of $5,000 and a second prize of $2,500 awarded to the school to be used in the winners' class-
room. Submission closes on January 21, 2021.


https://www.tasb.org/services/legal-services/training/legal-seminars.aspx
https://www.tasb.org/trustees/expand-your-knowledge/events/xg-summit.aspx
https://events.tasb.org/?eventId=5988&_ga=2.32489080.779042586.1603979061-2051414304.1527705313
https://www.tasb.org/services/communications-and-pr/student-video/home.aspx

Business Recognition Program, Opening Soon

Texas public schools benefit tremendously from the generous support of businesses and organizations in
their community, especially through this most difficult set of circumstances. Whether they choose to
champion a specific event, activity, program, campus, the education foundation, Partners in Education,
or the entire district, local businesses and community groups are vitally important to the success of pub-
lic schoolchildren in our state. Express your appreciation by recognizing entities in your community that
contribute valuable support to your district. Historical files are available at the link for the past 3 years
for you to refresh your memory about the businesses you have honored before.

School Board Recognition Month—January

If not already, you should be receiving your School Board Recognition Planning Kit very soon. It’s not too
early to begin your preparations for honoring your school board in January. Take full advantage of the
opportunity to lavish them with meaningful recognition for their service!

And Lastly!
Local Policy Review

The Policy Consultants that work with your districts recommend a complete review of all your LOCAL
policies every 5-8 years or any time any significant change in leadership occurs on the board or among
campus and district administrators. Sixty to 75% of you have not had a Policy Review within the last 5
years. You may ask why it is necessary when you are faithful to adopt the updated LOCAL policies in-
cluded in the periodic updates. The best answer to the question is that only the LOCAL policies related
to the LEGAL updates are reviewed by staff attorneys. That leaves a lot of LOCAL policies at risk of not
being reviewed until a Local Policy Review is conducted. The Review is an exercise that matches practice
with adopted policy and everyone knows that when the two don’t agree, it is a fatal flaw and quickly
overturned by a judge, hearing officer or Commissioner—imagine a Val/Sal controversy! It may also be
an opportunity to implement best practice that your consultant has identified in another district. The
consultants are scheduling now for next summer and that was my preferred time to do it as a superin-
tendent. If interested in a proposal, either contact me or your policy consultant. Either of us can also
provide the date of your last review.

Now to close—keep up the great work and now that we are approaching the Thanksgiving holiday, look
for your blessings to be thankful for and be sure to express your gratitude!

B
(TsE Rick Howard
Field Service Representative

Texas Association of School Boards

12007 Research Blvd. e Austin, Texas 78759-2439
512.505.2474, ext. 2474 « 800.580.8272

CELL 325.642.5180


https://www.tasb.org/about-tasb/supporting-texas-public-schools/businesses-supporting-schools/business-recognition-program.aspx
https://www.tasb.org/services/communications-and-pr/recognition-programs/school-board-recognition-month.aspx
https://www.tasb.org/services/policy-service.aspx
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Robb McClellan, Director



Supportin Non-T raditional Instructional Strategies
t rough Modern [_eamz'ng Experiences

e G Suite for Education e Robotics

e MakerEd e 3D Design and Printing

e Coding e Laser Design

e COMPILE e CNC Production

e Social Media e Video and Podcast

e PBL e Discovery Education

e Design Thinking e Tech Apps

e AR/VRin EDU e Dig Inn! Collaboration

e BreakoutEDU e Digital Docs - On Call!

e Drones e ENDLESS DESTINATIONS!

Christy Cate ff‘hlarg Miller ~ Shawn Schlueter
ccate@esc14.net hmiller@esc14.net sschlueter@esc14.net
(325) 675-7028 (325) 675-8630 (325) 675-8645

https://qgoo.ql/RY1UJZ November 2020



https://goo.gl/RY1UJZ
https://goo.gl/RY1UJZ
https://currents.google.com/communities/105342934413983003672
https://sites.google.com/esc14.net/remote-learning/home
https://www.facebook.com/R14TechBytes-210212845724498/
https://twitter.com/R14TechBytes
mailto:sschlueter@esc14.net
mailto:ccate@esc14.net
mailto:hmiller@esc14.net
http://www.youtube.com/watch?v=0yEhnnwV4jI
http://www.youtube.com/watch?v=0yEhnnwV4jI

Summer PD

Google Galore!

A 74 Teachers Requesting
Assignments

Q177 Individualized
Assignments Completed

A1 16 Google Apps to Choose

Enjoy the
Showecase

Google’s hub of gc?vmt'_"g I
information to ucationa

help teachers : Resources App -
during COVID-19 search by content

and age group

A School Closure Planning Documents by Nicole Zumpano

A Online Learning Doctrine by Jennifer Pearson

‘ More Guides and Resources Available ‘

https://sites.qoogle.com/esc14.net/remote-learning

https://qgoo.ql/RY1UJZ November 2020



https://goo.gl/RY1UJZ
https://goo.gl/RY1UJZ
https://currents.google.com/communities/105342934413983003672
https://sites.google.com/esc14.net/remote-learning/home
https://www.facebook.com/R14TechBytes-210212845724498/
https://twitter.com/R14TechBytes
https://sites.google.com/esc14.net/remote-learning
https://sites.google.com/esc14.net/goo-galore/showcase
http://bit.ly/plantoclose
https://drive.google.com/a/esc14.net/open?id=1o_zUUy9O5Pj6ZpqzCzeRGIiCIcXS0JLKjVo--HVIeMU
https://teachfromhome.google/intl/en/
https://covid19edresources.glideapp.io/
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Professional Development

PD to Start the Year

o
&\
=\
&
&

Haskell-Knox SSA
1 Oh the Places You’ll Go with . -
Virtual Learning u Enjoy the Playlist

A Google Slides Interactivity

A Pear Deck and Google Slides
Hawley E Classroom Playlist

[  Google Classroom Overview

BrightBytes

A Single platf f Il .
cdubational cata. Q' BrightBytes"

A Determine best places to

allocate resources ESC 14
A Monitor trends and progress Presentation
over time -

Google Meet Enterprise

Aspermont, Clyde and Merkel
teachers received training:

d Breakout Rooms

d Q&A

d Polls

[ Noise Cancellation

Google Meet

https://qgoo.ql/RY1UJZ November 2020



https://goo.gl/RY1UJZ
https://goo.gl/RY1UJZ
https://currents.google.com/communities/105342934413983003672
https://sites.google.com/esc14.net/remote-learning/home
https://www.facebook.com/R14TechBytes-210212845724498/
https://twitter.com/R14TechBytes
https://meet.google.com/_meet
https://edu.google.com/teacher-center/products/meet/?modal_active=none
https://docs.google.com/presentation/d/e/2PACX-1vR6-1JJQHPUeXZO-eP5b_q-HhcrgrCWwq8y2SqI45oO47myWtSZyjc-0ywfYLyKx4_Ab6teU6L4cIwY/pub?start=false&loop=false&delayms=3000&slide=id.g5e17a456dc_0_539
https://docs.google.com/presentation/d/e/2PACX-1vR6-1JJQHPUeXZO-eP5b_q-HhcrgrCWwq8y2SqI45oO47myWtSZyjc-0ywfYLyKx4_Ab6teU6L4cIwY/pub?start=false&loop=false&delayms=3000&slide=id.g5e17a456dc_0_539
https://docs.google.com/presentation/d/e/2PACX-1vR6-1JJQHPUeXZO-eP5b_q-HhcrgrCWwq8y2SqI45oO47myWtSZyjc-0ywfYLyKx4_Ab6teU6L4cIwY/pub?start=false&loop=false&delayms=3000&slide=id.g5e17a456dc_0_539
https://www.youtube.com/playlist?list=PLDft9mRA__VAQAnj_rqzUt1MO5gEagemt
https://www.youtube.com/playlist?list=PLDft9mRA__VCW46DsCpLmzM2fzL-6RD-M
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Discovery Education

Does your district need training?

A

P00 g
IIV “‘ '’
12\ |
\2)\ 3/
%) 75

VRN

d  Abilene A Lueders-Avoca
d  Albany O Merkel
O Baird d  Moran
d  Blackwell 4 Paint Creek
[ Clyde d  Rule :
O Comanche d  Sidney Education
O CrossPlains & Snyder
1 Eastland d St. John’s Episcopal
O Gustine 3 Stamford Email ccate@esc14.net
d  Hawley d Trent
O  Loraine 3 Wylie
Google Jamboard
Have you explored the features? ‘
[  Online whiteboard
[ Core G Suite service —
d  Built into Google Meet
A Saves automatically to Drive
[  Collaborative i _ESC _14 _
O App with autoshape and auto Training wvideo with
handwriting recognition Presentation in
Description

https://qgoo.ql/RY1UJZ November 2020



https://goo.gl/RY1UJZ
https://goo.gl/RY1UJZ
https://currents.google.com/communities/105342934413983003672
https://sites.google.com/esc14.net/remote-learning/home
https://www.facebook.com/R14TechBytes-210212845724498/
https://twitter.com/R14TechBytes
https://www.discoveryeducation.com/
https://www.discoveryeducation.com/
https://www.discoveryeducation.com/
mailto:ccate@esc14.net
https://youtu.be/vIUAIFKWQLM

THL 3.0’'s SCHOOLOGY vs. GOOGLE CLASSROOM

PROS PROS
Q  Pre-built lessons A Already utilized
(when available) A Integrated with G Suite
[  Campus-wide applications
overviews Google A Simple interface
Schoology CONS Classroom [ N cost (always)
d  4-8 week set-up CONS
A Complex interface 4 Limited campus/
A Costs (after 2 yrs.) district-level reporting

e What do you expect to need from your Remote Learning solution?
e Which LMS reduces the “doubling” of work by teachers and IT at your district,
serving in-class and at-home students simultaneously?

CONVENTION & EXPOSITION

We have some BIG ideas for 2021. Explore them all.
February 1-5, 2021 - In-Person + Online - Dallas, Texas

Dallas Convention Center
REGISTRATION IS OPEN

https://qgoo.ql/RY1UJZ November 2020



https://goo.gl/RY1UJZ
https://goo.gl/RY1UJZ
https://currents.google.com/communities/105342934413983003672
https://sites.google.com/esc14.net/remote-learning/home
https://www.facebook.com/R14TechBytes-210212845724498/
https://twitter.com/R14TechBytes
https://classroom.google.com/

Service Station Check-0ut is Going Strong!

*Region 14 ESC has thoroughly cleaned the tech
resources you are utilizing. Please employ your
districts COVID-19 policy in regard to sharing technology
devices and cleaning between access. If you are
uncertain about proper cleaning techniques or
acceptable chemical solutions, please contact Shawn

Schlueter at sschlueter@esc14.net.

Reach out to continue extending

non-traditional instructional Virtual Trips to the Service

resources to ALL students. Station are possible!

O Google Expeditions - already 3 Merkel High School enjoyed
traveled to Merkel, heading to virtual exploration of the CNC
Abilene soon router.

d Ozobots - already headed to
Wylie, heading to Abilene
soon

d Magnastix, Tinker Toys and
Strawbees - heading to
Abilene before Christmas

d  Drones (jumping and flying) -
prepping for Abilene right
after Thanksgiving

1  Rubiks Cubes - scheduled
for Abilene

https://goo.gl/RY1UJZ November 2020



https://goo.gl/RY1UJZ
https://goo.gl/RY1UJZ
https://currents.google.com/communities/105342934413983003672
https://sites.google.com/esc14.net/remote-learning/home
https://www.facebook.com/R14TechBytes-210212845724498/
https://twitter.com/R14TechBytes
mailto:sschlueter@esc14.net
https://docs.google.com/forms/d/e/1FAIpQLSc6Ft0ggO_RS1iUyXCHVrBszV1lb13en6WORcXJkIZUxKVX2w/viewform
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Lrate E-rate Update
November 2020

470 window is open now.

The official “2021 Eligible Services List”
has not been released yet but expects to
unchanged from last year.

Schools can use their numbers from last
year.

They all have a new pot of C2 money for
the next 5 years and can see that amount
in the the EPC portal or multiply their total
student count by $167.

There is no more campus budget, just a
district budgets.

The 471 window is scheduled to open in
early to mid January.



Prate E-rate Update
August 1, 2020

To login, a user will first enter their regular username and
password. The system will then send the user a temporary
security passcode to be entered as shown below.

rmil
“: i@ Universal Service

1IW®  pdministrative Co

Email Authentication
USAC requires multifactor avthentication to add an additional layer of

security when signing in to your account.

Passcode has been sent to the following email address!

Email Address

Enter passcode /

Ra-sand Emall
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Qrate E-rate Update

August 1, 2020

Closer to Home:

To provide your district the most effective and efficient E-rate
service we have created a system called TechTrack. Anytime
you have an erate question or issue just submit a TechTrack
ticket through District Depot and we’ll respond as quickly as

possible. The goal is to provide timely communication as well
as accurate documentation. Your login credentials should be the
same as your Pitstop credentials. Click on the Region 14
TechTrack icon and follow the prompts.

Link to District Depot:
https://districtdepot.esc14.net/DistrictDepot/Login.aspx?Return
Url=%2{DistrictDepot%?2f



https://districtdepot.esc14.net/DistrictDepot/Login.aspx?ReturnUrl=%2fDistrictDepot%2f
https://districtdepot.esc14.net/DistrictDepot/Login.aspx?ReturnUrl=%2fDistrictDepot%2f
https://districtdepot.esc14.net/DistrictDepot/Login.aspx?ReturnUrl=%2fDistrictDepot%2f
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Qrate E-rate Update

August 1, 2020

What is E-rate?
E-rate: Universal Service Program for Schools and Libraries:

The FCC's E-rate program makes information services more
affordable for schools and libraries. With funding from the
Universal Service Fund, E-rate provides discounts for Internet
access and internal connections to eligible schools and libraries.
The ongoing proliferation of innovative digital learning
technologies and the need to connect students, teachers and
consumers to jobs, life-long learning and information have led to
a steady rise in demand for bandwidth in schools and libraries.
In recent years, the FCC refocused E-rate from legacy
telecommunications services to broadband, with a goal to
significantly expand Wi-Fi access. These steps to modernize the
program are helping E-rate keep pace with the need for
increased Internet access. Eligible schools and libraries may
receive discounts on Internet access, as well as internal
connections, managed internal broadband services and basic

maintenance of internal connections. Discounts range from 20


https://www.fcc.gov/general/universal-service-fund

M\
E-rate Update

August 1, 2020

to 90 percent, with higher discounts for higher poverty and rural
schools and libraries. Recipients must pay some portion of the
service costs.

Erate Process at a glance:

Schools and Libraries (E-rate) Program
SLrLy . ny APPLICATION PROCESS

Administrative Co.

BEFORE YOU BEGIN:

APPLICANTS: Applicants must first have an entity number and an E-rate Productivity Center (EPC) account.
SERVICE PROVIDERS: Service providers must first obtain a Service Provider Identification Number (SPIN /service provider 498 ID) by submitting FCC Form 498.

COMPETITIVE SERVICES
START INVOICING

BIDDING

> [l Seek discounts 1 Confirm to USAC If requestin
S Request Submit FCC Form  requesung
el services by Evaluate for services by Program £t services have 498 to receive an Felmbuisernent Receive BEAR
s submitting bids submitting == Integrity = Stglr;d and reb;aort applicant 498 ID from USAC for reimbursement
z FCC Form 470 received FCCForm 471 Assurance bg'a.’”s i for direct BeaR [ SCrvices paid in full, from USAC
= for bids L \{wthurj the (PIA) review submitting ., payments submit FCC Form
filing window FCC Form 486 472 (BEAR)
WAITATLEAST  SELECTASERVICE DETERMINE INVOICE RECEIVE FUNDING
28DAVS PROVIDER METHOD COMMITMENT
The competitive bidding  Sign a contractor a | During this time, work together Receive Funding
meo;gnb‘w ﬁg;nnmdpr QOb»E- tocl invoici Ce Decision
atleast 28days month services  BEAR or SPI Letter (FCDL) from USAC
g » i i If requesting reimbursement
om Review posted FCC : Certity complignce from USAC Receive SP|
] Forms 470 and respond Provide assistance to applicant | with program rules rom h 9 J .
o= to applicant with bids as needed | by submitting for approved discounts reimbursemen
= ppli e T FCC Form473 provided on services, submit from USAC
= m for services requested FCC Form 474 (SPI)

FOR MORE INFORMATION:

+ Website: The application process is broken down in detail for both applicants and service providers on the Schools and Libraries Program website (www.usac.org/sl).
+ Glossary of Terms: Definitions for program terms and acronyms.

+ *Consortium members report their CIPA status by submitting the FCC Form 479 to their consortium leader. The consortium leader then files the FCC Form 486,

- Toadjust funding commitments and/or modify the dates for receipt of services after the FCDL is issued, file the FCC Form 500.

© Al

I look forward to assisting you in any way I can.

Brit Pursley

ESC 14 / E-rate
325-675-8627
bpursley@esc14.net




Securily Coop

October 30, 2020

Schools hit with Data Breaches in September 2020

During the month of October 2020, there have been 35 publicly-disclosed school incidents,
including student and staff data breaches, ransomware/other malware outbreaks, phishing
attacks, other social engineering scams, denial-of service attacks, and a wide variety of other
incidents. During National Cyber Security Month Barracuda Networks data shows that K12
schools are more than twice as likely to get hit with a business email compromise (BEC) than
any other companies outside of education. According to Barracuda Network, “BECs accounted
for 28% of all spear-phishing attacks aimed at educational institutions, while for all other
verticals it was 11%. In addition, within education 57% of malicious emails came from
internal — primarily students' — email accounts.” I will have the pie charts below. I will also
provide the link to the 4 ways to protect your school district.

How to Protect Your Educational Organization



https://blog.barracuda.com/2020/10/29/threat-spotlight-spear-phishing-education/

Types of spear-phishing attacks

June-September 2020

Extortion
I BEC
I Fhishing

Scamming
1%

Targeting education B
arracuda.
cured

Your journey, se

Spear-phishing attacks
targeting education June-September 2020

1%

Overall attacks

—— Targeting education BaI’I’aCUda

Your journey, secured.




Ports that are being Blocked:

Cisco is set up to block the following.

Dynamic list of known ransomware domains and IP
addresses. Block all countries except Canada and the US.
Only allow DNS for root servers and known good DNS.

e BLOCKED PROTOCOLS
e SMB

e QUIC

e ICMP

e Ping

e SNMP

e SMTP

e DNS

e |IPSec

e SSH-Tunnels
e TELNET

o NTP




Steps we are taking to protect
you:

e Implement the 46 policies into your security plan.

e Goal to complete new policies and
procedures for this year.

e Being behind our Firewall.
e Training users with KnowBe4.
e Blocking sites with Smoothwall.

e Integrating Perch Security to our
networks

e Vulnerability and Penetration
Testing

Steps we will take in the future:

o Make sure all staff is aware of the district policies and procedures.

e Using SendSafely or Gmail to send sensitive information
through email.

e Weekly newsletters from Perch Security
© 24/7/365 Network monitoring




10/30/2020 Attacks Risk Report

Attacks Risk Report

Friday, October 30, 2020

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html 1/9



10/30/2020 Attacks Risk Report

|. EXECUTIVE SUMMARY

Cisco has determined that your company is at a high risk due to the observation of attacks on the
network targeting hosts that may be vulnerable. These attacks and hosts require further investigation

to help lower the risk.

Assessment Period: Fri Oct 23 2020 14:13:04 to Fri Oct 30 2020 14:13:04

Total Attacks Relevant Attacks
1,257 o &
= B 590 )
%Qt‘
Irrelevant Attacks Events Requiring
Attention

53.06% 46.94% 'Q,,‘

RELEVANT ATTACKS CARRY THE FOLLOWING RISKS

Hosts Targeted

14 |A

Hosts Connected to
CnC Servers

21

CLASSIFICATION COUNT
A Network Trojan was Detected 1,016
Web Application Attack 83
Attempted User Privilege Gain 67
Potential Corporate Policy Violation 33
Detection of a Denial of Service Attack 32

Cisco recommends that your company deploy Cisco Firepower Appliances to:

1. Establish continual visibility into its network attack risks

2. Implement automated protections in order to mitigate this risk going forward

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html
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10/30/2020 Attacks Risk Report

di] ],
CISCO

[l. ASSESSMENT RESULTS

IDENTIFYING CRITICAL ATTACKS USING IMPACT ANALYSIS

Of the 1,257 total attacks on your network, 590 (46.94%) of them were considered high impact. That
means they targeted machines that were likely vulnerable to these attacks. These events are the most
critical to investigate, and Cisco automatically identifies them for you. Cisco identifies high impact
events automatically by correlating attacks with target risk, which is determined by passively profiling
your network devices and their vulnerabilities in real time. This saves time and money over traditional
solutions, which require you to qualify all events manually or import scan data from other systems. If a
staff member's time is worth $75 per hour and each attack takes 10 seconds to qualify, then each attack
costs $0.21 to manually qualify. The difference in qualification time and cost between Cisco and
traditional solutions is substantial.

B HighImpact 47%
(Targets likely
vulnerable)

B | ower Impact 53%
(Targets not

likely
vulnerable)
ATTACKS TO QUALIFY / YEAR COST TO QUALIFY COST TO QUALIFY ALL ATTACKS
65,544
estimated total attacks 3021 313,764.15
30,764 $0.21 $6,460.50

estimated high impact attacks

Year #1 Cost Savings: $7,303.65
Year #5 Cost Savings: $36,518.25

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html 3/9



10/30/2020
HIGH IMPACT ATTACKS

Attacks Risk Report

The following attacks are very important to investigate because they directly target machines that have
been identified as potentially vulnerable. The target machine's operating system version, running
services, and potential vulnerabilities all match what the threat is designed to attack.

EVENT TYPE POTENTIALLY VULNERABLE
HOSTS
A Network Trojan was Detected MALWARE-BACKDOOR JSP webshell backdoor 13
detected (1:39058:2)
A Network Trojan was Detected MALWARE-CNC 2
Win.Adware.BrowserAssistant variant
outbound connection (1:51593:1)
A Network Trojan was Detected MALWARE-CNC Andr.Spyware.iSpyoo variant 1
post-compromise outbound connection
(1:50435:1)
A Network Trojan was Detected MALWARE-CNC Andr.Spyware.iSpyoo variant 1

A Network Trojan was Detected

HOSTS AT HIGH RISK

post-compromise outbound connection
(1:50436:1)

MALWARE-CNC Win.Trojan.Azorult outbound
connection (1:48552:1)

0.04, 0.09% of your monitored hosts have been targeted with high impact attacks during the
assessment period. They are at high risk of infection. The attacks should be investigated and the
machines assessed to ensure proper controls are in place. An additional {2}% of the machines
discovered on your network were targeted with some form of attack.

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html

1%

“1% B Targeted with <1%
high impact
attacks

B Targeted with <1%
loweer impact
attacks
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HOSTS ALREADY COMPROMISED

Special attention should be paid to computers already compromised by malware as they are likely to be
exfiltrating information from your private systems. Systems that fall into this category likely have had
malware residing on them for some time already and the initial infection has been missed by existing
security protections.

SAMPLE LIST OF COMPROMISED DEVICES TOTAL HOSTS CONNECTED TO CNC SERVERS

10.6.255.2
10.16.255.4
10.17.0.174 2 1
10.22.0.76
10.33.0.201

The systems listed above are exhibiting signs of compromise as they are connecting outbound to known
Command and Control (CnC) servers tracked by Cisco Talos. You should take action to remediate or
restore these systems.

AUTOMATING THE TUNING EFFORT

During the assessment period, the following changes to your network were observed.

NETWORK CHANGE TYPE NUMBER OF CHANGES
A new operating system was found 266,468
A new host was added to the network 4,463
A device started using a new transport protocol 4,463
A device started using a new network protocol 8,790

As network changes are made, Cisco solutions automatically adjust policy so new operating systems,
hosts, and protocols are protected. Cisco automates the tuning process by monitoring networks in real
time and observing changes, and then making appropriate policy changes as a result. For example, if
Windows 2000 hosts running 1IS appear on the network, Cisco ensures that rules protecting against
Windows 2000 and 1IS vulnerabilities, and not irrelevant rules that may cause false positives, protect
these hosts.

APPLICATIONS ASSOCIATED WITH ATTACKS

The following applications have been identified as associated with attacks. You should identify
applications in this list that have low business relevance and evaluate whether it would be helpful to
control them on your network.

APPS ASSOCIATED WITH HIGH COUNT APPS ASSOCIATED WITH COUNT
IMPACT EVENTS LOWER IMPACT EVENTS
Android browser 541 Chrome 236
Web browser 31 Web browser 188
cURL 13 Mobile Safari 140
Chrome 2 Firefox 37
Firefox 2 RealAudio 10

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html 5/9
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TOP ATTACKERS AND TARGETS

The top attackers and target machines observed in the attack attempts on your network are listed
below. For high impact attacks in particular, you should ensure that targets are well protected from
potential attackers by patching these machines and blocking potentially malicious traffic.

High Impact Events

ATTACKERS ATTACKS TARGETS ATTACKS
10.100.65.171 544 69.64.81.98 346
208.76.225.82 15 69.64.91.29 195
20.57.170.186 12 10.100.71.9 25
208.76.225.75 10 52.90.52.15 3

10.16.255.4 5 54.209.84.18 3

Lower Impact Events

ATTACKERS ATTACKS TARGETS ATTACKS

10.16.255.4 362 10.16.255.4 109

10.30.128.9 75 139.45.196.27 86
35.213.181.65 27 139.45.195.164 77

45.79.225.74 26 139.45.196.89 67
45.41.134.96 22 139.45.195.43 63

IPV6 ATTACKS AND TRAFFIC

IPv6 traffic is a potential avenue for attacks that is often left unprotected by organizations. Network
security is often thought of strictly from an IPv4 perspective, yet hosts may communicate internally and
even externally to an organization over IPv6, exposing them to attack risks. The following
communications were observed over IPv6 during the assessment period.

HOSTS USING IPV6 IN YOUR NETWORK (MONITORED) ATTACKS SEEN OVER IPV6

24 0

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html
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I1l. BUSINESS RISK OF ATTACKS

BUSINESS RISK OF INTRUSION ATTEMPTS

Different types of attacks were detected on the network, each introducing different business risks. Here
are the most common attack types observed along with the risks each introduces.

ATTACK CLASSIFICATION NUMBER OF RISK ASSOCIATED WITH THE ATTACK
EVENTS

Information Theft: These events indicate usage of apps
33 and protocols in ways that may be prohibited by
organizational policy.

Potential Corporate Policy
Violation

Infrastructure Damage, Information Theft: A trojan is a
program that appears to be benign to an end user but is in
fact malicious. It can be used to steal information or cause
damage.

A Network Trojan was Detected 1,016

System Degradation, Denial of Service: Denial of service
(DoS) attacks attack the reliability of your network
infrastructure, causing service to be denied to legitimate
users.

Denial of Service 32

Information Theft, Infrastructure Damage: Users on
93 network machines who gain privileges illicitly may be able
to steal information and control machines.

Administrator/User Privilege
Gain

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html 7/9
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IV. RECOMMENDATIONS

Despite your existing network and endpoint protections, critical attacks are taking place and placing
your organization at risk. New countermeasures and security controls are required to mitigate the risk.

Cisco recommends deployment of network-based protections via the threat-focused Cisco Firepower
Next Generation Firewall and NGIPS Appliances to complement existing protections. These will provide

the following new capabilities and benefits:

NEW CAPABILITY

BENEFIT

Real-Time Contextual Awareness

Automatic Impact Assessment

File Identification and Control

Advanced Malware Protection
(AMP)

URL filtering

Application Visibility and Control

Security Intelligence

Automatic Policy Tuning

Association of Users with Security
and Compliance Events

Collective Intelligence

Virtual Protection

In addition, Cisco offers optional Advanced Malware Protection for networks and hosts, and optional
Application Control and URL Filtering, to help better protect against the latest threats. Please contact

Profile hosts, applications, users, and network infrastructure in real time. Assess
potential vulnerabilities and identify network changes.

Determine the risk of any attack to your business in real time in order to
optimize response to it.

Detect and optionally block files by file type. Capture files for offline analysis, if
desired.

Protect against malware with AMP for networks, which includes integration with
AMP ThreatGRID for superior sandboxing, security intelligence and advanced file
analysis. Also, AMP for Endpoints provides endpoint protection to offer defense
in depth.

Enforce acceptable use of the internet.
Identify and control over 3000 applications. By leveraging OpenAppID,
application detectors can be created for custom application. Furthermore, Snort

rules can be written to address specific applications.

With unparalleled visibility into the Internet, Cisco Talos provides dynamic IP and
URL black list to protect against malicious websites.

Automatically tune IPS protections in response to changes in your network
composition.

Associate users with activity on the network, including attacks and application
usage, through integration with Active Directory servers.

Get rapid detection and insight into emerging threats so that defenses stay
effective.

Protect VM-to-VM communications the same as physical networks.

your Cisco representative or reseller for more information.

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html
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ABOUT CISCO

It's no secret that today's advanced attackers have the resources, expertise, and persistence to
compromise any organization at any time. As attacks become more sophisticated and exploit a growing
set of attack vectors, traditional defenses are no longer effective.

It's more imperative than ever to find the right threat-centric security products, services, and solutions
for your current environment. These solutions must also easily adapt to meet the evolving needs of
your extended network, which now goes beyond the perimeter to include endpoints, mobile devices,
virtual machines, data centers, and the cloud.

For over three decades, Cisco has been a leader in network security protection, innovation, and
investment. Our expertise and experience helps us increase intelligence and expand threat protection

across the entire attack continuum for a level of security you can build your business on.

Cisco delivers intelligent cybersecurity for the real world.

CONTACT US

Want to learn more about getting this information on your network? Go to cisco.com/go/security and
request a live demo.

https://fmc.esc14.net/events/reports/report.cgi/Attacks_Risk_Report-20201030191305-17354/Attacks_Risk_Report-20201030191305-17354.html 9/9
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|. EXECUTIVE SUMMARY

Cisco has determined that your company is at a high risk due to the use of applications that are
potentially dangerous to the enterprise yet have low business relevance. These applications may leave
your network vulnerable to attack, carry malware, or waste bandwidth.

Assessment Period: Fri Oct 23 2020 14:15:56 to Fri Oct 30 2020 14:15:56

Risky Apps Risky Users High Bandwidth
Apps
A
239 =l 2 2 78 [l
0, ] @
Encrypted Apps Evasive Apps Dangerous Web
Browsers

518 | i

oﬂ 26

YOUR NETWORK PROFILE

== e

10 86 2,000 29

Operating Mobile Devices Applications in File Types
Systems Use Transferred
RECOMMENDATIONS

Cisco recommends your company deploy Cisco Firepower Appliances (NGIPS/NGFW) with App Control
and URL Filtering to:

1. Reduce your application attack surface

2. Granularly control applications, bandwidth, URL access and acceptable use policies

3. Get visibility into network risks and usage, including mobile devices and BYOD risk

https://fmc.esc14.net/events/reports/report.cgi/Network_Risk_Report-20201030191557-18859/Network_Risk_Report-20201030191557-18859.html 2/10
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[l. APPLICATION RISK

APPLICATIONS WITH HIGH RISK AND LOW BUSINESS RELEVANCE

Some applications carry high risk because they can be vectors for malware into the organization,
possess recent vulnerabilities, use substantial network resources, or hide the activities of attackers.
Other applications have low business relevance: they are not relevant to the activities of a typical
organization. When an application has high risk and low business relevance, it is a good candidate for
application control to reduce your application risk. You should investigate these applications to
determine whether they are important to control.

APPLICATION TIMES ACCESSED APPLICATION RISK PRODUCTIVITY DATA
RATING TRANSFERRED (MB)
BitTorrent 264,534 Very High Very Low 22,064.85
Googlebot 22,742 Very High Very Low 1,803.81
Bingbot 15,913 Very High Very Low 871.67
Yahoo! Slurp 7,207 Very High Very Low 471.37
PornHub 5,669 Very High Very Low 37.69

SUMMARY OF ALL NETWORK CONNECTIONS BY APPLICATION RISK

<1%
4% B very High “1%
B High 4%
B Medium B1%
Lo 6%
Wery Low 29%

https://fmc.esc14.net/events/reports/report.cgi/Network_Risk_Report-20201030191557-18859/Network_Risk_Report-20201030191557-18859.html
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HIGH BANDWIDTH APPLICATIONS

Some applications use a substantial amount of network bandwidth. This bandwidth usage can be costly
to your organization and can negatively impact overall network performance. You may want to restrict
the usage of these applications to particular networks: for instance, a wireless network may not be well
suited for video streaming. Or, you can shut down these applications entirely or simply get visibility into
how your bandwidth is being used.

APPLICATION TIMES ACCESSED APPLICATION RISK PRODUCTIVITY DATA
RATING TRANSFERRED (MB)
YouTube 3,013,751 High Very Low 3,113,175.15
Netflix stream 291,246 Very Low Very Low 881,031.16
Disney Plus 170,220 Low Very Low 730,765.74
Microsoft Update 4,594,517 Medium Low 312,936.27
Prime Video 519,791 Medium Low 277,031.11
EVASIVE APPLICATIONS

Evasive applications try to bypass your security by tunneling over common ports and trying multiple
communication methods. Only solutions that reliably identify applications are effective at blocking
evasive applications. You should evaluate the risks of these applications and see if they are good
candidates for blocking.

APPLICATION TIMES ACCESSED APPLICATION RISK PRODUCTIVITY DATA
RATING TRANSFERRED (MB)
BitTorrent 264,534 Very High Very Low 22,064.85
CyberGhost VPN 629 Very High Low 135.40
Ultrasurf 3 Very High Low 0.25
Hideman Login 770,553 Very High Medium 6,006.43
Windscribe 724 High Very Low 160.89

OTHER APPLICATIONS OF INTEREST

Other applications were observed that may be of interest and possibly candidates for control. Users
may use anonymizers and proxies to bypass your network security or cloak their identities. Gaming
applications may be distractions to productivity and use excessive bandwidth. Peer-to peer applications
are often malware vectors. And remote administration applications may allow malicious users to
control machines in your environment.

Anonymizers and Proxies (accesses): Games and Recreation (accesses):

Facebook(2,158,033), Instagram(463,048),
Messenger(2,114), TweetDeck(494),
MySpace(213), Flixster(121), Facebook

i Remote Administration and Storage
Peer-to-Peer and Sharing (accesses): 8

(accesses):
cURL(960,383), Instagram(463,048), HTTPS(266,377,363), HTTP(70,239,838),
MSN(423,379), Pinterest(417,549), BitDefender(42,937,395), iCloud(2,038,601),
TikTok(247,055), Windows Live(159,304), Google Hangouts(1,485,506),

4/10
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DANGEROUS WEB BROWSER VERSIONS

A profile of your network revealed the following old web browsers in use. Outdated web browsers are a
major vector for network malware and it is important to update them (or encourage users to). These
browsers often have unpatched vulnerabilities or carry other risks.

BROWSER

VERSION

NUMBER OF HOSTS

Internet Explorer

Google Chrome

Safari

Firefox

RISKY WEB BROWSING

10.0, 10.0Microsoft

1079.0.3945.136, 1080.0.3987.99,
1083.0.4103.106, 1084.0.4147.89,
1085.0.4183.127, 1086.0.4240.110,
1086.0.4240.114, 1086.0.4240.75,
1086.0.4240.99, 1186.0.4240.110,
1186.0.4240.99, 24.0.1312.52,
28.0.1500.72, 32.0.1700.102,
33.0.1750.117, 39.0.2171.36,
4.030.0.0.0, 4.055.0.2883.91,
4.059.0.3071.125, 4.061.0.3163.98,
4.075.0.3770.143, 4.076.0.3809.132,
4.079.0.3945.116, 4.084.0.4147.89,
4.085.0.4183.101, 4.085.0.4183.127,
4.086.0.424, 4.086.0.4240.,
4.086.0.4240.110, 4.086.0.4240.114,
4.086.0.4240.75, 4.086.0.4240.99,
4.4.481.0.4044.138, 41.0.2272.118,
45.0.2454.85

10.1,11.1, 12.1.1, 13.0.4, 13.0.5,
13.1.1, 13.1.2, 13.1.3, 14.0, 2.4.0,
5.0, 534.34, 6.0.2

24.0,3.6.18,38.0, 41

33
326

110

49

The following web communications were identified that correspond to risky activity. Malware sites,
open proxies and anonymizers, keyloggers, phishing sites, and spam sources are all Web activities that
can put your networks at risk. It is wise to evaluate the use of URL filtering technologies to detect and
control communications to risky sites.

URL CATEGORY CONNECTIONS BLOCKED DATA INBOUND DATA OUTBOUND
(KB) (KB)
Social Networking 5,121,860 0 741,393,420.48 39,774,552.38
Filter Avoidance 225,846 0 1,240,688.43 297,387.23
Malware Sites 70,000 0 866,196.02 88,150.74
Professional 46,548 0 11,564,475.89 270,560.04
Networking
Adult 15,711 0 255,254.40 19,178.14
Cheating and 6,607 0 228,722.38 25,545.92
Plagiarism
Hacking 2,071 0 182,678.57 4,366.18
Peer File Transfer 1,915 0 200,212.86 3,367.76
Phishing 1,740 4 20,656.27 2,287.36
Extreme 32 0 4,268.46 58.24

https://fmc.esc14.net/events/reports/report.cgi/Network_Risk_Report-20201030191557-18859/Network_Risk_Report-20201030191557-18859.html
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THE APPLICATIONS ON YOUR NETWORK

This is a list of the riskiest applications discovered in use on your network. Three types of applications
are identified and listed here: client applications (including web browsers), web applications (such as
Facebook), and application protocols (such as HTTP). Full visibility over all application types enables you
to get a better perspective on how your networks are currently utilized.

CLIENT APPLICATIONS WEB APPLICATIONS APPLICATION PROTOCOLS
Client applications include web Web applications are carried over Application protocols are the means
browsers and other desktop web-related protocols such as HTTP by which other applications
applications that access the network. and HTTPS. Many web applications communicate over your network.
operate on port 80 and/or port 443. Examples include HTTPS and SSH.
Total: 512 Total: 1,537 Total: 735
Betternet client, Bingbot, BitCoin, Adult Friend Finder, Betternet, Adult Friend Finder, Betternet,
BitComet, BitTorrent, ... Bingbot, BitCoin, BitComet, ... Bingbot, BitCoin, BitTorrent, ...

https://fmc.esc14.net/events/reports/report.cgi/Network_Risk_Report-20201030191557-18859/Network_Risk_Report-20201030191557-18859.html 6/10
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Network Risk Report

THE OPERATING SYSTEMS ON YOUR NETWORK

The operating systems below were observed on your network. You should identify any operating
systems that fall outside your IT policy and investigate them further as to whether they should be

permitted.

=1%

2%
= 1%

THE MOBILE DEVICES ON YOUR NETWORK

B Apple
B CentOs
B Google
B Linug

B Microsoft
B Red Hat
B Ubuntu
B Other

2B%
1%
2B%
=1%

2%
£3%
11%
=1%

The following mobile devices were profiled on your network. Mobile devices may be vulnerable,
especially older or jailbroken versions. It is important to be aware of how mobile devices are used and

set appropriate security policies.

OS VENDOR OS VERSION COUNT
Google 7.0 21
Red Hat 75,76 10

Apple 13.1.2 9
Google 442 8
Google 5.1 8

https://fmc.esc14.net/events/reports/report.cgi/Network_Risk_Report-20201030191557-18859/Network_Risk_Report-20201030191557-18859.html
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Downloads
FILE CATEGORY FILE TYPE PROTOCOL COUNT
Archive MSCAB HTTP 544,243
Archive JAR HTTP 67,480
Multimedia MP3 HTTP 56,675
Archive ZIP HTTP 16,033
Multimedia SWF HTTP 9,896
Uploads
FILE CATEGORY FILE TYPE PROTOCOL COUNT
Archive Gz HTTP 7,223
Archive ZIP HTTP 151
Executables MSEXE HTTP 36
PDF files PDF HTTP 11
System files DMP HTTP 6
Misc
FILE CATEGORY FILE TYPE PROTOCOL COUNT
PDF files PDF SMTP 1,873
PDF files PDF POP3 21
Multimedia MP3 POP3 15
Office Documents MAIL SMTP 12
Archive ZIP FTP Data 2

https://fmc.esc14.net/events/reports/report.cgi/Network_Risk_Report-20201030191557-18859/Network_Risk_Report-20201030191557-18859.html
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IV. RECOMMENDATIONS

Despite existing protections, your organization's application usage exposes it to added risks. This
assessment, which contains a profile of your network, has identified risky assets. New countermeasures
and security controls are required to mitigate the risks to these assets.

Cisco recommends that Firepower Appliances with Application Control and URL Filtering are deployed
to:

1. Establish continuous network visibility into its application and asset risk
2. Augment its existing controls in order to mitigate this risk

1. ESTABLISH CONTINUOUS NETWORK VISIBILITY INTO APPLICATION RISK

Existing security infrastructure provides inadequate protection against application and asset risks. Cisco
recommends deployment of network-based protections via Firepower Appliances (NGIPS/ NGFW).
These will provide the following new capabilities and benefits to augment your network visibility:

NEW CAPABILITY BENEFIT

Profiles hosts on the network, including network infrastructure, desktops,

Network Map R . . .
servers, mobile devices, virtual machines, and many others.

Identify and control over 3000 applications. By leveraging OpenAppID,

Application Visibility and Control application detectors can be created for custom application. Furthermore, Snort

rules can be written to address specific applications.

. . With unparalleled visibility into the Internet, Cisco Talos provides dynamic IP and
Security Intelligence R . L .
URL black list to protect against malicious websites.

. Identifies and profiles mobile devices, including iOS, Android, Amazon,
Mobile Awareness . . e .
Blackberry, and other mobile device types. Identifies jailbroken devices.
Profiles hosts and identifies communications that are of unusual bandwidth or

Real-time Contextual Awareness S ) s .
hosts that are running inappropriate applications for the environment.

2. AUGMENT CONTROLS TO MITIGATE RISK

Deploying additional countermeasures can help mitigate the risk applications pose. These measures
may entail reduction of the application threat surface and blocking risky URLs. Cisco recommends
deployment of network-based protections via Firepower Appliances with Application Control and URL
Filtering. These provide the following new capabilities and benefits:

NEW CAPABILITY BENEFIT

Granular Application Control Redtjlce !ootentlal area of attack through granular control of thousands of
applications.

File Identification and Control Detect and optionally block files by file type. Capture files for offline analysis, if

desired.
URL Filtering Control on a database of millions of URLs, by risk or productivity characteristics
Virtual Protection Protect VM-to-VM communications the same as physical network

In addition, Cisco offers NGIPS capabilities and optional Advanced Malware Protection for networks and
hosts, to help better protect against the latest threats. Please contact your Cisco representative or
reseller for more information.

https://fmc.esc14.net/events/reports/report.cgi/Network_Risk_Report-20201030191557-18859/Network_Risk_Report-20201030191557-18859.html 9/10
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ABOUT CISCO

It's no secret that today's advanced attackers have the resources, expertise, and persistence to
compromise any organization at any time. As attacks become more sophisticated and exploit a growing
set of attack vectors, traditional defenses are no longer effective.

It's more imperative than ever to find the right threat-centric security products, services, and solutions
for your current environment. These solutions must also easily adapt to meet the evolving needs of
your extended network, which now goes beyond the perimeter to include endpoints, mobile devices,
virtual machines, data centers, and the cloud.

For over three decades, Cisco has been a leader in network security protection, innovation, and
investment. Our expertise and experience helps us increase intelligence and expand threat protection

across the entire attack continuum for a level of security you can build your business on.

Cisco delivers intelligent cybersecurity for the real world.

CONTACT US

Want to learn more about getting this information on your network? Go to cisco.com/go/security and
request a live demo.
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Malware Threats

Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40
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Application Protocols Transferring Malware
Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40

200

150

Count

100

50

N

Application Protocol

Hosts Receiving Malware

Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40
Constraints: Event Type = Threat Detected

No data to display




Hosts Sending Malware

Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40
Constraints: Event Type = Threat Detected

Sending IP Count
No data to display
Users Affected by Malware
Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40
Constraints: Event Type = Threat Detected
User Count

No data to display




Malware Intrusions

Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40
Constraints: Message = BLACKLIST, MALWARE

No data to display

File Types Infected with Malware

Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40

150

MSEXE 112
PDF 2
MSOLE2 1
100 ZIP 1

Count

50
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Applications Introducing Malware

Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40

No data to display

Table View of Malware Events

Time Window: 2020-10-23 14:10:40 - 2020-10-30 14:10:40

Time

2020-10-30 13:14:45
2020-10-30 12:13:45
2020-10-30 11:12:57
2020-10-30 11:04:08
2020-10-30 07:36:02
2020-10-28 09:56:02
2020-10-28 09:14:37
2020-10-28 09:08:22
2020-10-28 06:56:02
2020-10-28 06:56:01
2020-10-28 06:08:05
2020-10-28 06:07:05
2020-10-28 06:07:04
2020-10-28 03:19:59
2020-10-28 01:42:46
2020-10-27 23:57:02
2020-10-27 22:55:25
2020-10-27 21:33:49
2020-10-27 20:11:13
2020-10-27 19:15:15
2020-10-27 19:14:15
2020-10-27 18:19:42
2020-10-27 18:18:27
2020-10-27 18:08:53
2020-10-27 17:59:59
2020-10-27 17:59:59

Sending IP

64.71.188.157
64.71.188.157
13.249.64.145
5.79.75.210

5.79.75.210
10.16.255.4
95.213.139.102

10.16.255.4
67.225.224.44
157.185.144.66
5.79.75.210
5.79.75.210
5.79.75.210
157.185.172.139
5.79.75.210

5.79.75.210
5.79.75.210
5.79.75.210
64.40.126.65
10.16.255.4

Receiving IP

10.100.71.11
10.100.71.75
10.100.71.61
10.16.255.4

10.16.255.4
34.70.15.70
10.16.255.4

34.122.84.110
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4

10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
35.194.25.212

Sending Port Receiving Port User

80
80
80
80

80
8080
80

8080
80
80
80
80
80
80
80

80
80
80
80
8080

45108
53312
52960
43198

37132
50928
40285

50320
58012
50049
56775
38593
33129
47552
33239

43659
50620
37186
33748
36862

No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required

No Authentication Required
No Authentication Required
No Authentication Required

No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required

No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required

Application File Count
Name

Event Type
Threat Detected in Network File Transfer (Retrospective
Threat Detected in Network File Transfer (Retrospective

Threat Detected in Network File Transfer (Retrospective

(
(
(
(

Threat Detected in Network File Transfer (Retrospective

NN NN

Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)

Event Subtype Detection Name
W32.916FE87C5B-95.SBX.TG
W32.C08F14AD5D-95.SBX.TG
W32.916FE87C5B-95.SBX.TG
W32.C08F14AD5D-95.SBX.TG
PUA.Win.Adware.Spigot::1201
backdoor_trojan
Auto.ECB273.232365.in02
W32.Auto:1be727ebce.in03.Talos
W32.76768D2801-95.SBX.TG
W32.144E4B5A6E-95.SBX.TG
Auto.ECB273.232365.in02
Auto.03E60F5B4E.232167.in07.Talos
Auto.ECB273.232365.in02
Win.Dropper.Eziriznetreactor::1201
Win.Dropper.Bitman::1201
W32.FDFA3731C6-95.SBX.TG
W32.Variant:Gen.19nv.1201
Win.Virus.Induc::1201
PUA.Win.Tool.Dsefix::1201
W32.D4C8A01E31-100.SBX.TG
W32.3F078BCC2F-95.SBX.TG
UNKNOWN.a260d2.Hunt.Talos
Win.Dropper.Gandcrab::1201
Win.Dropper.Zusy::95.sbx.tg
W32.Auto:d4b9ab6f36.in03.Talos
W32.D4C8A01E31-100.SBX.TG

File Name

GoSupportNowStarter.exe
GoSupportNowStarter.exe
I0bitAppsExtension.exe
xkvepOFgYuYxIJ1te7i1 EhgOfmkfNW

053UmksJzcPYI1YLIWJca6hv8S9BIoQ
pupdate.exe
pupdate.exe

abuiabblgaag6u2krwuovo7ojgm
wn1TdztaVuydtgXup1c6xhvEfoEIO9
52ytmOc6NUSEHabTDdc4mhM6foXIMA
dzBcexvcjRtV4ToKT3OTWwhjyfzgTqY
abuiabblgaag?2_uotauol7b28gi
exgTeoiPNFa6iwWs4Xsz0hoXfVauKY

exMte6FPmialLlwYU4gTz0hoYSVptKX
vWacmbHaouNxHk7s4Yc5hAWIMXipX
p6jTpyFDRtaeHLntBoczmh4dtXYUgP

File Disposition File SHA256

Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware

916fe87c5b0bae3a8191640f8fc8a5e71c84d1db6dd20a456¢7c7e6fa07f979c¢
c08f14ad5da7b0f65759f619b38f7d64812e238248e38b0b9alffa71ba253d42
916fe87c5b0bae3a8191640f8fc8a5e71c84d1db6dd20a456¢7c7e6fa07f979c¢¢c8161fabbc5007e6f6331a37¢c3a0060367
fdfa3731c6901aea27559dd1f4ee9fce547c7dffefd24bb5302a864d12babeOc
63d8f1566b5d0fa6459a89a0d48a163b8a356bdf2cObec4c648b253bd8f36bb9
¢112be4265b65d83b0bd275a4a9410c3ba4e0648a7ce348193f95f12bc148ada
1865013aaca0f12679e35f06c4dad4e00d6372415ee8390b17b4f910fee1f7a2
d4c8a01e31f36f062cc8bac34d2455e524ef6b33cedba75bb566be7c6e2c9afb
3f078bcc2f0a5e8e2011a9d6be8e97ea24e51231f771b2bafad0768db67816c7
a260d222dfc94b91a09485647c21acfa4a26469528ec4b1b49469db3b283eb9a
0e47b58d99eaf5ca77f7c1b4e03e779992c7e9bf7860ec5e6cd817b4d9199b63
683f5b476f8ffe87ec22b8bab57f74dadal3ecc3a5c2chf951999953c2064fc9
d4b9ab6f36429d26fedb469959f180b8653736ca523b15cfb21514db3aaf8b7b4
d4c8a01e31f36f062cc8bac34d2455e524ef6b33cedba75bb566be7c6e2c9afb

MSEXE
MSEXE
MSEXE
MSEXE

MSEXE
MSEXE
MSEXE

MSEXE
MSEXE
MSEXE
MSEXE
MSEXE
MSEXE
MSEXE
MSEXE

MSEXE
MSEXE
MSEXE
MSEXE
MSEXE

Executables
Executables
Executables
Executables

Executables
Executables
Executables

Executables
Executables
Executables
Executables
Executables
Executables
Executables
Executables

Executables
Executables
Executables
Executables
Executables

771.5469
771.5469
4762.1250
388.5000

386.3125
329.8027
331.0469

848.0000
304.2100
84.5000
35.0498
849.0000
911.1172
682.0000
81.5000

370.0000
145.5000
322.0000
620.1094
620.0752

File Path File Type File Type Category File Timestamp File Size (KB) File URI

http://server.gosupportnow.com/as/wapi/GoSupportNowStarter.exe ?role=attendee&name=Kelly&email=&meeting_id=11232988&user_password=&meeting_password=&meeting_type=1&pass_through=&ram=1604074376&plst=&sid=D7VOF
http://server.gosupportnow.com/as/wapi/GoSupportNowStarter.exe ?role=attendee&name=Kelly&email=&meeting_id=142957188&user_password=&meeting_password=&meeting_type=1&pass_through=&ram=1604073846&plst=&sid=FkK3n
http://update.cloudnetworktools.com/kits/autoupdate/58/SSE/IObitAppsExtension.exe

http://5.79.75.210/xkvepOFgYuYxIJ1te7i1 EhgOfmkfNW

http://5.79.75.210/053UmksJzcPY1YLIWJca6hv8S9BIoQ
http://getapp.paradiskus.com/up/dl/1495373619430762/pupdate.exe ?x-opendns-session=_b790e070034a804f4009e280d293169586e39270f841_20pygu9f
http://getapp.paradiskus.com/up/dl/1495373619430762/pupdate.exe ?x-opendns-session=_b790e070034a804f4009e280d293169586e39270f841_20pyguof

http://radiosubmit.com/search_test/hH5/

http://radiosubmit.com/search_test/hH5/
http://157.185.144.66/7034964.s21d-7.faiusrd.com/0/abuiabblgaagbu2krwuovo70jgm?%C3%86%E2%80%99a&wsiphost=local&wsrid_tag=5e686661_psmgxytsealub80_24797-22282
http://5.79.75.210/wn1TdztaVuydtgXup1c6xhvEfoEIO9

http://5.79.75.210/52ytmOc6NUSEHabTDdc4mhM6foXIMA

http://5.79.75.210/dzBcxvcjRtV4ToKT3OTWwhjyfzgTqY
http://157.185.172.139/5072507.s21d-5.faiusrd.com/0/abuiabblgaag2_uotauol7b28gi?amp&f=sx_server.exe&v=1451472344&wsiphost=local&wsrid_tag=5ddf4a04_psmgxytsealub80_20673-58204%5C%5C%25
http://5.79.75.210/exgTeoiPNFa6iwWs4 XszOhoXfVauKY

http://5.79.75.210/exMte6FPmiaLlwYU4gTz0hoYSVptKX
http://5.79.75.210/vWgcmbHaouNxHk7s4Yc5hAWIMXipX
http://5.79.75.210/p6jTpyFDRtaeHLNntBoczmh4dtXYUgP
http://legend.nu/personal-disk/ WFEYeUeMIX/
http://legend.nu/personal-disk/ WFEYeUeMIX/

HTTP
HTTP
HTTP
HTTP

HTTP
HTTP
HTTP

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

HTTP
HTTP
HTTP
HTTP
HTTP

Application File Name Application File SHA256 Application Protocol Detector

SHA
SHA
SHA
SHA

SHA
SHA
SHA, SPERO

SHA
SHA
SHA
SHA
SHA
SHA
SHA
SHA

SHA
SHA
SHA
SHA
SHA

Message

Retrospective Event, Fri Oct 30 18:14:45 2020(UTC), Old Disp: Neutral, New Disp: Malware, Threat Name: W32.916FE87C5B-95.SBX.TG;
Retrospective Event, Fri Oct 30 17:13:45 2020(UTC), Old Disp: Neutral, New Disp: Malware, Threat Name: W32.C08F14AD5D-95.SBX.TG;

Malware Detected by Local Malware Analysis

Retrospective Event (Local Malware Analysis), Wed Oct 28 11:08:05 2020(UTC), Old Disp: Neutral, New Disp: Malware, Threat Name: Win.Trojan.Generickdz-9758876-0;

Retrospective Event, Wed Oct 28 00:15:15 2020(UTC), Old Disp: Neutral, New Disp: Malware, Threat Name: W32.D4C8A01E31-100.SBX.TG;

AMP Cloud Device

firepower

firepower

Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
firepower

Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
firepower

Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
firepower

firepower

Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One
Region14-FTD-SM40-One



2020-10-27 17:23:35
2020-10-27 17:13:46
2020-10-27 17:08:57
2020-10-27 17:08:56
2020-10-27 17:08:55
2020-10-27 15:13:41
2020-10-27 13:14:52
2020-10-27 12:25:00
2020-10-27 12:23:59
2020-10-27 12:23:59
2020-10-27 11:54:24
2020-10-27 11:01:46
2020-10-27 08:18:51
2020-10-27 07:16:04
2020-10-27 07:02:23
2020-10-27 04:25:58
2020-10-27 04:21:38
2020-10-27 03:11:31
2020-10-27 02:00:04
2020-10-27 01:52:34
2020-10-26 20:40:28
2020-10-26 20:28:14
2020-10-26 19:12:32
2020-10-26 18:43:07
2020-10-26 18:33:00
2020-10-26 16:36:33
2020-10-26 16:20:54
2020-10-26 14:25:59
2020-10-26 12:26:23
2020-10-26 11:02:03
2020-10-26 10:58:17
2020-10-26 08:22:56
2020-10-26 07:16:03
2020-10-26 06:11:47
2020-10-26 04:44:08
2020-10-26 04:37:27
2020-10-26 04:36:02
2020-10-25 23:14:02
2020-10-25 21:27:29
2020-10-25 20:19:43
2020-10-25 19:08:42
2020-10-25 19:04:49
2020-10-25 18:51:49
2020-10-25 18:13:16
2020-10-25 17:42:01
2020-10-25 16:31:30
2020-10-25 15:21:56
2020-10-25 14:00:49
2020-10-25 13:43:20
2020-10-25 13:17:06
2020-10-25 12:59:43
2020-10-25 12:53:56
2020-10-25 11:24:22
2020-10-25 10:21:08
2020-10-25 09:46:17
2020-10-25 09:22:48

5.79.75.210
172.67.128.82

10.16.255.4
95.213.139.102

5.79.75.210

95.213.139.102
10.16.255.4
157.185.144.118
5.2.74.163
157.185.172.139
157.185.163.158
5.79.75.210
5.79.75.210
5.79.75.210
5.79.75.210
5.79.75.210
5.79.75.210
31.28.24.112
5.79.75.210
5.79.75.210
157.185.179.73
148.72.78.127
157.185.172.139
157.185.179.87
51.38.54.48
5.79.75.210
5.79.75.210
5.79.75.210
51.38.54.48
13.249.64.154
91.216.107.155
91.216.107.155
50.56.109.107
157.185.163.158
5.79.75.210
5.79.75.210
157.185.179.73
5.79.75.210
13.249.64.24
157.185.144.68
82.202.197.91

5.79.75.210
216.177.153.14
87.236.16.43
52.25.195.145
157.185.179.73
5.79.75.210
157.185.172.139
5.79.75.210
5.79.75.210
5.79.75.210
157.185.179.73

10.16.255.4
10.16.255.4

34.70.15.70
10.16.255.4

10.16.255.4

10.16.255.4
35.188.23.245
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.100.71.61
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.100.71.118
10.16.255.4
10.16.255.4

10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4
10.16.255.4

80
80

8080
80

80

80
8080
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80

80
80
80
80
80
80
80
80
80
80
80

47858
35445

51358
42302

33787

47641
45242
35861
39120
41857
48657
55711
56150
52080
55438
49453
39693
44874
48162
44740
35195
34208
55927
34269
51854
47456
60105
40960
48492
53334
59233
51840
33486
43341
48451
42565
46681
54492
58187
40866
45284

57958
39073
53910
54811
48290
47517
40567
33634
59546
41352
38512

No Authentication Required
No Authentication Required

No Authentication Required
No Authentication Required

No Authentication Required

No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required

No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required
No Authentication Required

Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer (Retrospective)
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer

W32.DB7C1534DE.01F5636f.auto.Talos
W32.Auto:765348.in03.Talos
W32.3F078BCC2F-95.SBX.TG
W32.3F078BCC2F-95.SBX.TG
W32.144E4B5A6E-95.SBX.TG
W32.549F19F708-95.SBX.TG
Win32:GenericKD-tpd
W32.549F19F708-95.SBX.TG
W32.144E4B5A6E-95.SBX.TG
W32.549F19F708-95.SBX.TG
Win.Dropper.Eziriznetreactor::1201
W32.Auto:c57303.in03.Talos
Win.Virus.Induc::1201
W32.Auto:d5ef44.in03.Talos
W32.98136BC432-95.SBX.TG
W32.FDFA3731C6-95.SBX.TG
Win.Dropper.Bladabindi::1201
Pdf.Exploit.Pidief::100.sbx.tg
W32.68CBD6079D-100.SBX.VIOC
W32.GenericKD:Malwaregen.19ds.1201
W32.Auto:6badf55361.in03.Talos
Win.Ransomware.Gandcrab::100.sbx.tg
W32.5A67DBBF83-100.SBX.TG
Win.Virus.Induc::1201
Win.Dropper.Cobalt::in03.talos
Win.Dropper.Eziriznetreactor::1201
Win.Dropper.Generic::1201
Win.Worm.Onamu::1201
Win.Dropper.Generic::tpd
Win.Dropper.Golroted::95.sbx.tg
W32.6764F98BA6-95.SBX.TG
Win.Worm.Onamu::1201
PUA.Win.Adware.Spigot::1201
W32.4979DF4457-95.SBX.TG
W32.Auto:cb903a.in03.Talos
Win.Dropper.Dapato::1201
W32.Auto:d5ef44.in03.Talos
W32.66162E69CA-100.SBX.TG
Auto.9F9E9DBE00.221560.in07.Talos
Win.Virus.Induc::1201
Mikey:GenMaliciousA-tpd
PUA.Win.Adware.Spigot::1201
Win.Dropper.Eziriznetreactor::1201
W32.Auto:d304€7.in03.Talos
W32.69390D9CE4.in12.Talos
Auto.B0593829EA.212560.in07.Talos
W32.CYTBV:Gendal.16ky.1201
Win.Dropper.Scrami::in03.talos
Win.Dropper.Tiny::1201
Win.Virus.Induc::1201

njRAT ::gravity::W32.MSIL:AgentDRD.22ja.1201

Win.Virus.Induc::1201
W32.C75C85ACF0-95.SBX.TG
W32.C849AD7DB4-95.SBX.TG
Obfuscate:Carberp-tpd
Win.Virus.Induc::1201

p63UpXtDKTaLiL2TBelzmh4dtXYUgP
15833183801.jpg

pupdate.exe
pupdate.exe

dzaTxvcjVUV2l0BH3OTWwhjyfzgTqY

pupdate.exe

pupdate.exe
abuiabblgaag6u2krwuovo7ojgm
setup_v10584.exe
abuiabblgaag?2_uotauol7b28gi

microsoftofficeword2007@20_420641euex.exe

9EyTdAI3YTe9U2yFdQsvPhYnCJwUnp
52ytmOc6NU5SEHabTDdc4mhM6foXIMA
2g0tOytmys3AlxLcJPuP8hogfvOTBK
z08INWszVHOMTWJUVWF12h7{TJDhP5
nL7t89UpdUdoTA3sw8c5MhEKF60SOn
o5nhmEcJAtPXHY xtWjia6hvxf9OsoR
30629118.jpg
y8VsAzTX5IbXuQnIMxtV1hyvfibHYR
dzaTxMHjmIVAHogF3xUWwhjyfzgTqY
abuiabblgaag?2_uotauol7b28gi

csb64.exe
abuiabblgaagbu2krwuovo7ojgm
7k7kGame_1.0.4.0.exe
Email-Worm.Win32.Desos.a.a
xkxtpwsgEsYqHJyieXI1 EhgOfmkfNW
xkxtpRcgxcYVudBleLc1EhgOfmkiNW
K1LIgpHPKuowlgwUR7UXphJWH5YfWJ
Email-Worm.Win32.Desos.a.a
|IObitAppsExtension.exe

Unicorn net.exe

hwid.exe

flashplayer.exe
adobephotoshopcs5@19_50184drauy.exe
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Zoom Usage Guidelines
August 20, 2020

Introduction

In early 2020, Zoom’s user base expanded exponentially in response to increased demand for
virtual collaboration tools caused by the COVID-19 pandemic. During this time, several major
security issues were identified with the Zoom platform. In response to these issues and concerns,
Zoom halted feature development and committed to an aggressive 90-day security improvement
plan. This plan was initiated on April 1, 2020, and outlined seven commitments to secure and
harden the platform, and to remediate the identified security and privacy issues.

Zoom recently completed this 90-day plan. In a July 1, 2020, message to customers, they
outlined the status of the seven commitments made to improve the security and privacy
protections of the Zoom application. Additionally, they outlined key leadership changes and
additions, additional offers of Zoom for Government (hosted in Amazon Web Services
Government Cloud), and additional U.S.-based product engineering teams to support the
company’s continued growth.

Based on the platform’s new security stance, it is appropriate for Region 14 to implement a
Zoom usage guidance. This updated document provides suggestions and guidance on the use of
Zoom and other virtual collaboration tools. As with any technology, organizations should
always consult the most recent documentation from the technology platform developer.

Region 14 Usage Position

Region 14 has reviewed Zoom’s progress on the implementation of the security plan. Region 14
has also conducted and reviewed additional third-party research and analysis on the Zoom
platform. Based on the currently available evidence, Region 14 has concluded Zoom is now a
viable candidate for online collaboration and is an acceptable platform for conducting state
business involving both public and sensitive communications. Region 14 continues to strongly
recommend against using Zoom for highly confidential conversations, meetings, or data transfer.
Additionally, Region 14 recommends against using the recording feature for sensitive and
confidential meetings. While it may be appropriate to host and record a public webinar or board


https://blog.zoom.us/wp-content/uploads/2020/07/Security-90-day-Plan-Key-Updates-1.pdf
https://blog.zoom.us/wp-content/uploads/2020/07/Security-90-day-Plan-Key-Updates-1.pdf
https://blog.zoom.us/wp-content/uploads/2020/07/Security-90-day-Plan-Key-Updates-1.pdf

meeting using Zoom, the risks of recording a sensitive internal meeting using the platform may
be prohibitive.

Region 14 encourages all organizations currently using or considering the use of Zoom to
explore Zoom for Government, which has been granted FedRAMP Moderate Authorization.

Note: That both the U.S. Department of Homeland Security (DHS) - Cybersecurity &
Infrastructure Security Agency (CISA) and the U.S Department of Defense (DoD) have
established guidelines for the authorized use of Zoom in their respective organizations.
The guidance provided in this document aligns with these federal usage guidelines.

Security Points of Consideration for Agency Use

Zoom does not encrypt meeting traffic over its own internal network and servers. This practice
is required to support the cloud-based recording of meetings and webinars, a key business
function for Zoom. Session recordings are processed after the meeting and encrypted when
stored. They can also be password protected or shared to members of your organization;
however, during the recording process, the session is available on Zoom’s infrastructure
unencrypted. Should their systems be compromised, any live recording or open session would
be exposed to the attack.

As meeting traffic is internally unencrypted, each organization should evaluate the risk of
exposure for sensitive or confidential meeting traffic. Region 14 recommends against recording
these meetings or sharing documents as attachments through the meeting platform.

Each organization must evaluate the use of any virtual collaboration platform against the security
requirements of that organization. When in doubt, users should consult with their IT
professionals and management to ensure the platform does not present an unacceptable risk to
the organization. Region 14 reminds users to always follow their organization’s policies
addressing virtual meetings, inform/url meetings.

Virtual collaboration tool administrators should carefully review their system, group, and user
configurations and reach out to their vendors for support as needed. As with any technology, it
is critical to update software and apply security patches on a regular basis. End users are
encouraged to review the DIR Virtual Collaboration Tools Security Tips document for additional
guidance.

General Virtual Collaboration Tool Configuration Recommendations

Virtual collaboration tools are feature-rich programs with many configurations that can support
open collaboration or communication based on how the tool is configured. Below are general
configuration recommendations to support security and reduce the chance of meeting disruption.


https://marketplace.fedramp.gov/index.html?sort=productName&productNameSearch=zoom#!/product/zoom-for-government
https://marketplace.fedramp.gov/index.html?sort=productName&productNameSearch=zoom#!/product/zoom-for-government
https://marketplace.fedramp.gov/index.html?sort=productName&productNameSearch=zoom#!/product/zoom-for-government
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20Virtual%20Collaboration%20Tools%20Security%20Tips.pdf
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20Virtual%20Collaboration%20Tools%20Security%20Tips.pdf

e Schedule meetings that require a password to join. Distribute passwords to attendees
separately, via email.

e Turn on the “waiting room” feature to view and control which users are admitted into the
meeting.

e Users can enable waiting rooms when scheduling the meeting or as a system-wide
configuration.

e Lock meetings once all participants have joined. This will prevent unauthorized users
from gaining entry while the meeting is in session.

e After locking the meeting, review the list of participants and expel any unknown
participants before sharing your content.
Expel disruptive individuals from your meeting.
If supported by your system, disable the feature that allows participants who have been
previously removed to rejoin.
Disable participants’ ability to record the meeting.
Disable participant screen or file sharing. This will prevent your meeting from being
disrupted by others and the sharing of inappropriate or potentially malicious content.
Disable the chat feature prior to the start of the meeting.
Put all attendees in mute mode and suspend privileges for participants to unmute
themselves until needed.
Avoid using personal meeting IDs for public-facing meetings.
Consider publishing the meeting link via email to the desired attendees, rather than
posting the link on public websites or calendars.

o For public and other open meetings, such as board meetings, consider scheduling
a webinar and requiring attendee registration.

e Avoid posting photos or screenshots of your meetings. This could provide threat actors

with the associated meeting ID and information on who is attending your meetings.

Alternative Services Available through DIR

DIR has multiple collaboration software services available. A list is provided below:
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Cooperative%20Contract
$%20f or%20Remote%20Access.xlsx

According to, they do not DIR endorse the use of any specific product or solution. It is
incumbent upon each organization to evaluate the use of any virtual collaboration platform
against the security requirements of the organization.



https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Cooperative%20Contracts%20for%20Remote%20Access.xlsx
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Cooperative%20Contracts%20for%20Remote%20Access.xlsx

ESC 14 App Services

https://goo.gl/8AaAUd ‘ / 3
HOT TOPICS &%

e TimeKeeper - Calendar Month Report

e TimeKeeper now features ‘Calendar Month
Summary’ for TRS reporting.

e TXEIS transmittal-prep version update
o Nightly updates from TxEIS
m Staff Info, Sub Info
m Leave balances
o Update Staff/Sub lists throughout all App
Services - (TimeKeeper, TimesAway, etc.)

e Staff Absence Report -TkSubMatch

o TkSubMatch - Cross reference sub
TimeKeeper actions with TimesAway sub
assignments.

o Highlights missed sub assignments or
absence request submissions.

David Watkins dwatkins@esc14.net
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R14 School Directory App

HOME

@W / 4 Search.. Q

v Education Service Center Service for World Class Schools

Departments Programs & Services R14 Districts PITStop Jobs ESC Employees

http://www.esc14.net

2:50 7

L
o Scan with camera to install app

Districts

ESC 14 - North Site
Region 14 ESC

ESC 14 - South Site

Abilene ISD L R:I 4 School
e Directory

ABITENEISD

Abilene Admin (2)

Region 14 ESC School Directory

SHARE APP

Abilene High School

Abilene ISC ABILENEISD

Abilene High School (2)

Aollene IS https://schooldirectory.esc14.net/
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http://www.esc14.net
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R14 School Directory App

Searchable tabs:

e Districts o

o ESC Staff e
Districts

e Supts

e Principals

e Admins |

e Entities e

e (Governance

ESC 14 - South Site

Updates ESC 14

5 C c C bilene ABILENEISD
distribution lists: proipkeg “
e Supts.
. Abilene Admin (2) ABTEREISD
e Supt. Secretaries plene ISE
e Curriculum |
Allene High School —
PY Erate AbRne ISC ABICENEISD
e Secondary Principals

High School (2)

ABITEREISD

o Grades 6-12
Elementary Principals
o Grades EE-5

ESC 14 Contact to update your info:
e Melissa Morales

e mmorales@esc14.net

o 325-675-8608
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ESC 14

App Services
Info Site

www.esc14 .net

@ ’ z Search...
? Education Service Center

Service for World Class Schools

Departments

Technology Services - Home

Technology Services - Staff Te C h n O I O g y S e rVi c e S

Programs
(——+2 | @

Programs & Services R14 Districts PITStop Jobs R14 Service Station ESC Employees About Us

1. Choose "Technology Services"

Apps Services Digital Innovation Distance Learning eRate
Library Services / Network Services TSDS

Media Services

TXEIS Student WTTC

David Watkins dwatkins@esc14.net
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ESC 14

App Services
Info Site

https://goo.gl/8AaAUd

App Services Home

TimesAway TimeKeeper T1

HelpTrack TravelTrack App Sert
Overview and Contact Info

ansTrack

ices

David Watkins dwatkins@esc14.net



mailto:dwatkins@esc14.net
https://goo.gl/8AaAUd

ESC 14 App Services

https://goo.ql/8AaAUd

e District Custom G-Suite applications

e TimesAway

o Absence from Duty/Sub requests

e TimeKeeper

o Hourly time clock system

o Support requests(tech, maint, etc.)

e TransTrack

'c_%' o Transportation requests/assignments

e TravelTrack - designed with co-ops in mind
o Mileage tracking/reimbursements

Staff/Student Upload Services
e ESTAR/MSTAR https://goo.gl/jDapu8
PITStop
Eduphoria
Library Services
TEA’s Roster Validation Data
misc district requests for third party applications
based on TxEIS export .sql scripts

David Watkins dwatkins@esc14.net
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TimeKeeper - Time Management

Date Time CalgjaI:{ions TimAilt(i:‘per Name E:":l [:I:%)::e Job Code Additional Info Re;glt:ed
5/9/2016 1:08 PM ~ Clockin  * Maintenance/Custodian
5/9/2016 258 PM 184 | ClockOut Maintenance/Custodian
5/9/2016 2:58PM ~ Clockin  ~ Transportation
5/9/2016 422PM 139 | ClockOut * Transportation
5/1012016 6:00 AM Clockin  ~ Transportation
511012016 7:35 AM 158 | Clockout - [ Staff Empl. Transportation
5/1012016 7:35 AM Clockin - Maintenance/Custodian
51012016 11:34 AM 4 ClockOut * ReRS = Maintenance/Custodian
5/10/2016 1:02 PM | Clockin ~ Maintenance/Custodian
5/10/2016 2:57PM 193 | ClockOut ~| Maintenance/Custodian
5/10/2016 2:58 PM ClockIn Transportation
5/1012016 421PM 139 | Clockout * Transportation
5/11/2016 6:08 AM ~ Clockin  ~ Transportation
5/11/2016 7:36 AM 147 | ClockOut - Transportation
5/11/2016 7:36 AM ~ Clockin  * Maintenance/Custodian
5/11/2016 11:40AM 406 | ClockOut * Maintenance/Custodian
5/11/2016 1:07 PM ~ Clockin  * Maintenance/Custodian
5/11/2016 2:56 PM 1.81 Clock Out Maintenance/Custodian

e Easy Clock In/Out Management

e Error notifications/flags

Sel I 1/29/2017 2/4/2017  2/5/2017 2/11/2017 2/12/2017 2/18/2017  2/19/2017 2/25/2017

elect Emp oyee Week 1 Week 2 Week 3 Week 4 Week 5 Pay Period Totals
Job Code Hours Ttl Hrs Reg Hrs Prem Hrs  Ttl Hrs Reg Hrs Prem Hrs  Ttl Hrs Reg Hrs Prem Hrs  Ttl Hrs Reg Hrs Prem Hrs  Ttl Hrs Reg Hrs Prem Hrs RegHrs Prem Hrs

Aide

Bus_Driver 5.95 5.16 0.79 6.12 5.34 0.78 4.93 4.93 15.43 1.57

Cafeteria

Maintenance 40.16 34.84 5.32 39.74 34.66 5.08 31.93 31.93 101.43 10.40

Secretary

Student_Worker

Substitutes

Teacher

Technology

ulL

YHU

Total Hours 46.11 40.00 6.11 45.86 40.00 5.86 36.86 36.86 0.00 0.00 116.86 11.97

>Sub-Total Regular Weekly Hours 40 40 36.86 0.00 0.00

>Sub-Total Premium Hours 6.11 13.25% 5.86 12.78%

Weekly Job Code Subtotals
e OT hours auto-proportioned

e Assists with Blended Rate Calculations

David Watkins dwatkins@esc14.net
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TimeKeeper - calendar Month Summary

e Calendar Month Summary:

o Summary report by employee based
| 4 on calendar month

o Disregards district’ pay period
o Summarizes:

m TimeKeeper hours

m TimeKeeper days

m Job Code hours

o Aides with TRS reporting

App Services
TXEIS Transmittal file creation:
e Actual Hours file
o File created for TxEIS import
for TRS reporting

David Watkins dwatkins@esc14.net
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TimeKeeper - vy TimeKeeper Site

Employee Access

e Today’s TimeKeeper Actions

e Current Pay Period Total and Weekly
Summary

e TimeKeeper Actions for entire pay period

MY CURRENT PAY PERIOD SUMMARY

Today's TimeKeeper Actions

Print

z

Date Time Action Name Empl. Number Job Code Additional Info

2017/05/23 | 4:59 AM | Clock In : 542 500 Maintenance/Custodian

Current Pay Period Summary

Print
x Pay Week 1 Week 2 Week 3 Week 4 Week 5
Pay Period 3 Week 1 Week 2 Week 3 Week 4 Week 5
User_Name Period OT Extra Extra Extra Extra Extra
Reg. Hrs. Hrs. Reg. Hrs o Reg. Hrs fivs! Reg. Hrs Hrs. Reg. Hrs Hrs. Reg. Hrs Hrs.
D 94.09 13.46 40 6.5 40 6.96 14.09
Current Pay Period TimeKeeper Actions
| Print
. TimeKeeper Daily Employee e Resolved
Date Time Aotion Caltulations Name Niiabor Job Code Additional Info Note
4:16 500
2017/05/08 AM Clock In +12 Maintenance/Custodian
8:00 500
2017/05/08 AM Clock Out 3.73 542 Maintenance/Custodian
1017 500
2017/05/08 AM Clock In S Maintenance/Custodian
S ) 500
2017/05/08 M Clock Out 4.88 542 Maintenance/Custodian
4:45 500
2017/05/09 AM Clock In 22 Maintenance/Custodian .

VT echBytes
David Watkins dwatkins@esc14.net
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Campus Access - Sub Search Site

TODAY'S SUBS

Print |

’ Substitute Start Date ‘ Day(s) t Staff Member ‘ Reason Request ID

T

’ 03/23/2017 | 1 ‘ SCHOOL BUSINESS | 1703_10110455
1 Subs i { Staff i
| 03/23/2017 | 1 | STATE PERSONAL | 1703_21023519

UPCOMING SUBS NEEDED

Print |
’ Staff Member ’ Start Date Day(s) \ Sub Assign l Status Reason ] Request ID
| | 03/28/2017 | 1 | Sub Assign Link | PENDING | STATE PERSONAL | 1703_21113007
| Staff 04/06/2017 | 1/2 (pm only) | Sub Assign Link | PENDING | STATE PERSONAL | 1703_10113507
| | 05/04/2017 | 1 | Sub Assign Link | PENDING | SCHOOL BUSINESS | 1703_07100401
SUB SEARCH

Choose a Date then View List for Campus subs that are not booked on that day.

[om/dd/yyyy || View List |

W T echBytes

David Watkins dwatkins@esc14.net
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My TimesAway Site

Employee Access

MY TIMESAWAY - PREVIOUS, CURRENT AND UPCOMING

| Print |

Start Date Days Edit/Cancel

Name End Date Reason ' Substitute V Requ ID State

| ' :2017/02/22 | 2017/02/22 : 1/2 (pm only) | STATE PERSONAL | 1703_01103708 | APPROVED |
Staff 2017/02/27 ;72017/02/27 ' 1 . . STATE PERSONAL SU bS 1703_07083336 ' APPROVED |
Name § 2017/03/03 | 2017/03/03 | 1 | STATE PERSONAL Name 1703_07085542 | APPROVED |
72017/03/06 2017/03/06 1 STATE PERSONAL 1703_07085932 APPROVED |

72017/03/07 ? 2017/03/07 1 STATE PERSONAL 1703_07090502 APPROVED |

72017/03/08 2017/03/08 A 1 . STATE PERSONAL | 1703_07090758 . APPROVED |

| 2017/05/04 ?»2017'/05‘/04 1 Edit/Cancel link SCHOOL BUSINESS 1702_23010500 APPROVED |

My Sub Assignments Site

MY CURRENT AND UPCOMING SUB ASSIGNMENTS

Select Name. Enter Employee Number and select VIEW to see current and upcoming assignments.

Substitute Access

|Select Name.. v [ View |

| Print |

Name Campus Start Date | End Date | Days Substitute Requ ID | state

| Elementary 2017/03/087' 2017/03/08 7 1 7 1 1703_07090947 ‘ APPROVED |

Staff Elementary ‘ 2017/03/09 | 2017/03/09 _ 1 1703_03114456 ‘ APPROVED

| Names Elementary 2017/03/20” 2017/03/20” 1 ‘ 1703_19043150 ‘ APPROVED |

| Elementary 2017/03/29” 2017/03/29 1 ‘ 1703_10111512 TAPPROVED |
Elementary 2017/04/06 - 2017/04/06” 2 & ‘ 1703_10113715 ' APPROVED |
Elementary 2017/04/11” 2017/04/11 1 ‘ 1703_.10114248 ?VAPPROVED |
Elementary 2017/04/26 - 2017/04/26 ' 1/2 (am only) ‘ 1703_22092501 ' APPROVED |
Elementary 2017/05/037j 2017/05/03 1 I ‘ 1703_11022313 ?VAPPROVED |
Elementary 2017/05/04 - 2017/05/04 ' 2 & ‘ 1703_11022529 ' APPROVED |
Elementary ‘ 2017/05/19” 2017/05/19 . 1 V 1 1703_07102829 ”APPROVED |

David Watkins dwatkins@esc14.net
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Staff Absence Report

Start End Date Sub - Reason
Name: Substitute Date of of Category S'T_lﬁ Da)és Number  Campus for Event Details: SUS Ho1urs Sug H02u s Sulg HO; i Su[t): HO: s Su[k)) Ho; s
Absence: : Absence: eharge of Days absence: ay 2y Y. 2 y
Staff1 Sub1 1/30/2017 2/3/2017 STATE PERSON 5 5 Elementary Personal Personal 8.13 8.38 7.28 8.05 8.1
Staff2 Sub2 1/30/2017 1/30/2017 DISTRICT LEAVE 1 1 Junior High Personal | persona | 7
Staff3 Sub3 1/30/2017 1/30/2017 STATE PERSON 1 1 High School Personal SICK 8.1

e HR confirmation and compilation report

Combines:

o TimesAway info from each absence
o TimeKeeper sub hours if applicable
e Allows Campus level confirmation

e Enhanced error notifications/flags

Stat Date End e S Su- | Absence / St Hours‘
Name: Substitute of of Category Days ~ Number  Request!d Event Details: Position ~ Sub Dat |
| Absence: Absence: charged  of Days Corfimed )
Staffd Sub7 AMT20AT AMTI0MT O2LOCALPER~ 10 10 170117022082 Support St 42
Staffd Sub AMT20T AMTI0MT 02LOCALPER~ 10 05 170117022082 ‘Support St 42

Staff Absence Report Help Page:
https://goo.gl/mVbUfq

David Watkins dwatkins@esc14.net
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Staff Abs - TkSubMatch (1)

(tkSubstitute | Date  Hours Staff Member StaffAbs Length  Check - 26

I 201911118 7.75

| Subs with 20191121 775 Staff member and

1 Timex 2019122  7.75 AR

j ''MeReeper T 9

Clock In 20191125 487 from matching day

| days 201917 797 ¥ syb assignment on
2019/1/8 7.77

| 2019/1/9 7.48 Staff Absence
2019/1/14 46 Report
20191115 8.17

20191116 79
20191117 402
20191118 43
20191721 7.75
2019/1/22 7.83
2019/1/23 433

e Substitute - TimeKeeper Actions
o Lists each day with hours when a
substitute clocked in.
e Confirms day match on Staff Absence Report
o Lists Staff Member and absence length
for days matched to a sub assignment
o Highlights row in yellow if no day match

is found on Staff Absence Report

David Watkins dwatkins@esc14.net
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Staff Abs - TkSubMatch (2)

TimeKeeper Subs Days - Clocked In Days - Hrs. Est.  StaffAbs Total
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e Days - Clocked In
o TimeKeeper total day count
e Days - Hrs. Est.
o Estimates the number of sub days based
on daily hours clocked in.
m Less than 5.5 hours =% sub day
m 5.5+ hours = full sub day
e StaffAbs Total

o Total Staff Absence sub assigned days

David Watkins dwatkins@esc14.net
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ESC 14 App Services

A

e TXEIS transmittal-prep version update
@ TxEIS prep - Nightly updates from TxEIS
m Staff Info
m Sub Info
m Leave balances
Update lists throughout App Services
m TimeKeeper, TimesAway, etc.
m Staff lists
m Sub lists
m TXEIS Prep
e Displays current leave balances

Sl

Schedule a demo for the TxEIS Prep version
update when your district is ready
to check on the transition.

David Watkins dwatkins@esc14.net
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RAC Notes

Network Services

Network Services

Network Services is a contracted service to
include assistance, support and training to
administer the local area network with personal
visits, remote, email or telephone support.
Network Services assists with servers, desktop
PCs, routers, switches, Smoothwall filter,
printers, wireless devices, cabling, and other in-
house network components. All districts will
have access to the Barracuda backup solution
and Virus software.

Network Services Contacts:

Tim Willis Joe Hall Mike Wetsel
twillis@esc14.net jhall@esc14.net mwetsel@escl4.net
Network Service WAN Engineer WTTC Administrator

325-675-7027 325-675-8657 325-675-8662


mailto:twillis@esc14.net
mailto:jhall@esc14.net
mailto:mwetsel@esc14.net

-t Sds texas student
data system
What'S New In TSDS? November 4, 2020

It is time for Fall PEIMS! The due date is December 3, 2020.

Fall PEIMS School Start Window AND Snapshot are on the same
day this year due to COVID! October 30

ECDS Kindergarten submission due date is January 28", 2020.

KG should be using one of two suggested reading instruments.

TX-KEA(CLI) or mCLASS Texas Edition(Amplify) Districts who are not
using one of these instruments will not submit ECDS KG this year.

OTHER TSDS Submissions:

Class Roster (CR)

State Performance Plan Indicator 14 (SPPI-14)
Special Education Language Acquisition (SELA)
Residential Facility (RF) Tracker

mcclellan@escl4.net
325-675-8681
Ihatch@esc14.net
325-675-8611
gdickerson@esc14.net

325-675-8668
cpolk@escl4.net
325-675-7015

spriddy@esc14.net
325-675-8639
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mailto:cpolk@esc14.net
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Trainings 2020-2021

August 6% Zoom-meetingonnew-Attendancecodes

Additional Workshops may be added.

For handouts and other resources go to the Region 14 ESC
Website.

Go to the TSDS and TxEIS Student icons on the Technology
Services Program page. Each icon will take you to a new page
that has documents and handouts uploaded from the
trainings.

What is TSDS?

The Texas Student Data System (TSDS), a major initiative by the
Texas Education Agency, is a new statewide system that
modernizes and improves the quality of data collection,
management, and reporting in Texas education.



What is TWEDS?

TWEDS is a Web-Enabled version of the Texas Education Data
Standards. TEDS includes all data elements, code tables,
business rules, and data validations needed to load local
education agency education data to all TSDS applications.

What is TSDS Unique ID?

LEAs use Unigue ID numbers to load student and staff
information to the TSDS Education Data Warehouse (EDW).
Each student and staff member will have a single unique 10-
digit identifier for his or her entire career within the Texas
educational system. Individuals will retain the same unique
identifier even if they leave the Texas education system and
return years later or transition from being a student to a staff
member.

TSDS Unique ID is necessary in order to integrate the various
subsystems of TSDS smoothly and accurately.

TSDS Required Trainings:

TSDS PEIMS Training — This training provides participants the
knowledge on how to get your data into the Validation Tool to
the Data Transfer Utility, To the Data Manager, to the TSDS
PEIMS Application



TSDS ECDS Training— Early Childhood Data System

This is to provide participants the knowledge on how to get
your Kindergarten and Pre-K data uploaded into the TSDS
system.

TSDS Unique ID — This training provides the most up to date
information on the Unique ID process and how to use the
application.

TSDS TIMS — TSDS Incident Management Escalation Process
This training explains how a district person writes a ticket after
calling the ESC and the problem is escalated to TEA. TEA
requires a ticket system for workflow. The district must begin
the ticket and escalate the ticket to Level 2 (ESC), we then
escalate to Level 3 (TEA) for further assistance.

TSDS Technical Resources-This training instructs personal on
how your data goes through the Validation Tool to the Data
Transfer Utility, To the Data Manager, to the TSDS PEIMS
Application



Pricing for TSDS

TEA set a standard price of $21,280.00 for Region Centers to
charge each district no matter the size. Region 14 worked hard
to discount that price and use the ADA of our districts to
customize the price for each district. Robb worked out a
formula that is all inclusive of technical support and trainings
that includes consultants traveling to districts to help as
needed. When districts are not a part of our contracted services
they are charged $95.00 an hour for support and training. A
workshop is 6 hours and would cost a district $575.00 per
person to attend.

Terms to Know

Unique ID - the TSDS module for managing
identification numbers

Operational Data Store — the ODS, the system's data
store, will include a wide range of educational data from
the LEAs, spanning multiple years.

Dashboard Data Mart — the DDM is a voluntary
repository for multiple years of performance data that
uses information loaded by participating LEAs to the
ODS to calculate performance metrics and power the
optional studentGPS® Dashboards.



http://www.texasstudentdatasystem.org/TSDS/Education_Data_Warehouse/Unique_ID/
http://www.texasstudentdatasystem.org/TSDS/Education_Data_Warehouse/Operational_Data_Store/
http://www.texasstudentdatasystem.org/TSDS/Education_Data_Warehouse/Dashboard_Data_Mart/
http://www.texasstudentdatasystem.org/WorkArea/linkit.aspx?LinkIdentifier=id&ItemID=2147511801

. TSDS PEIMS - the replacement for EDIT+, TSDS

PEIMS is a repository for PEIMS data and enables the
selective loading, validation, and reporting required to
finalize and submit a PEIMS collection.

. Core Collections - the application that houses all other

TEA data collection in TSDS, such as the Early
Childhood Data System (ECDS), SPPI-14, Residential
Facility (RF) Tracker, Class Roster, and SELA.

. Texas Web-Enabled Education Data Standards — TWEDS

provides specifications for loading LEA educational data
into the EDW for reporting and analysis purposes.
TWEDS is based on the national Ed-Fi standards and is
more expandable and widely compatible than the legacy
PEIMS standards

tpeir
IEMI
Y



http://www.texasstudentdatasystem.org/TSDS/Education_Data_Warehouse/PEIMS_Data_Mart/
http://www.texasstudentdatasystem.org/WorkArea/linkit.aspx?LinkIdentifier=id&ItemID=25769805028
http://www.texasstudentdatasystem.org/TSDS/TEDS/Texas_Education_Data_Standards/
http://4.bp.blogspot.com/-tO4y88QlLtM/VfMnhU9lFBI/AAAAAAAAA6c/4gD4Y4SZ_ps/s1600/TPEIR.jpg

http://www.texaseducationinfo.org/

What is the TPEIR?

The Texas P-20 Public Education Information Resource is a
longitudinal data warehouse that links students from pre-K
through enrollment and graduation from Texas colleges (P-
20). It is managed by TEA in partnership with the Texas
Higher Education Coordination Board.

In addition to 20+ years of P-12 and higher education data
from Texas colleges and universities and information on
teacher certification and teacher preparation programs, the
warehouse has been expanded to link critical missing pre-
kindergarten, college readiness, and workforce (wage,
industry, and employment) data.


http://www.texaseducationinfo.org/

Texas Goes TxEIS

Secure Web-based Software for Texas Schools

Awarded as a state-sponsored
student information system

Secure your future -
upgrade to TXEIS Plus

TxEIS-sized Hosting

We're upgrading your hosting experience by adding backup TCC
data centers!

A fully integrated, Web-based product, TXEIS PLUS can be hosted at a
regional ESC data center - providing EXCLUSIVE access to these
hosting advantages:

+ Redundant systems keep the hosting environment up and running

=+ Guaranteed business continuity and disaster recovery

=+ Maintenance-free hosting managed by ESC technical experts

+ Data access remains district controlled

+ Automatic backups, upgrades and new releases

+ Eliminates expenses to maintain and upgrade your on-site servers

TXEIS-sized Service

With over 40 years of experience providing service in Texas, TXEIS PLUS
offers superior quality support from your trusted ESC representatives.

Our support services include:
+ Phone and email support
+ Training/Workshops
+ Training Documents/User Guides
=+ Inclusion on Distribution Lists

=4 Problem Resolution

Select your ideal support package from the following options:

Silver Bronze

TxEIS-sized Value

As part of our continued service to our loyal customers, ESC
representatives are eager to work with each school district and charter
school to ensure that TXEIS PLUS fits comfortably within your budget.

Contact your local ESC for pricing information.

(Please see back page for contact information.)
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Secure Your Future

Seeing the news images of the
devastation from major hurricanes and
tornadoes, do you wonder about it
happening in your community? Most of
us don’t. But stop and think about your
own surroundings. Is there ever heavy
rain, snow, or hail? Could a gas leak
cause a potential explosion? Could a
water main break cause flooding? Could
a fire caused by nature or by arson
wreak havoc on your facilities?

What would you do? Do you have
current backups of your student and
financial data? Are they in what was
advertised as a “fire proof” vault? Are
they stored at least five miles away
from your district or charter school?
Have you made arrangements to bring
up your computer environment in
another location with the hardware
capacity you need? Will you have staff
available who can configure the
equipment and restore the necessary
software programs, along with the data,
to get you back in operation - without
missing the next payroll or report card
due date?

Most schools do not have a disaster
recovery plan in place that would
address all of these vulnerabilities.

You do not have to live in an area at risk
for hurricanes to need disaster
recovery.

No matter where you are, you need it!

What Are My Options?

If you are one of the almost 900 LEAs
using TxEIS, or you are considering TxEIS
as your software of choice, here are
some benefits you should know:

Texas Goes TxEIS

PLUS

Option 1

Most ESCs offer a hosting option, where

your data is housed in a secure,

protected environment.

e Your data is backed up nightly and
sent to one of the two TxEIS Data
Centers.

e The TxEIS Data Centers replicate the
backed up data between each other,
offering a third degree of protection.

o Weekly backups of data are created
and maintained by TxEIS Data Center
staff for 90 days at a secure off-site
facility.

o In the event of a disaster at your host
ESC, one of the Data Centers will
have you back in operation in 48
hours or less as of the last backup
received at the TxEIS Data Center.

TXEIS: The only administrative
software designed exclusively
for Texas schools

Offering:

e Secure hosting - leave the hardware
and maintenance to others

e Disaster recovery/business
continuity

e Texas-specific software at the best
value in Texas

e Premier support from your local ESC

e Service Level Agreements with
guaranteed response times

Option 2

A second hosting option is to be hosted

at one of the two TxEIS Data Centers

located at the ESCs in San Antonio (ESC-

20) and Fort Worth

(ESC-11). The TxEIS Data Centers were

designed for the purpose of hosting

multiple tenants with security, high-
availability, backup, and disaster
recovery. The architecture is built
around Cisco and Dell industry-leading
technologies as a multisite, fully
redundant design with automated
disaster recovery failover from each site
to the other site. Included in the
architecture is a comprehensive
security solution using state-of-the-art

Cisco firewalls, security appliances, and

switches.

e Your data is backed up nightly and
sent to the other TxEIS Data Center.

o Additionally, incremental backups
are made and sent every two hours
to the other TxEIS Data Center.

e Weekly backups of data are created
and maintained for 90 days at a
secure off-site facility.

¢ In the event of a disaster at one TxEIS
Data Center, the other
center will have you back in
operation within a matter of hours,
with two hours or less loss of data,
guaranteeing business continuity.

e The TxEIS Data Centers have been
certified by an SSAE-16 SOC2
Type 1 audit of internal controls,
providing peace of mind regarding
security and availability.

e You are still supported by your local
ESC!




Texas Computer Cooperative (TCC)

A Tradition of Performance
A Vision for the Future

Turn to the leader in the most comprehensive administrative software available for Texas schools, and
let us give you the proper tools to manage your school district's future.

ITCCS

With over 45 years of public education and software development experience, iTCCS applications
provide you with powerful tools for managing your school district’s future. iTCCS applications are
widely used in the state of Texas servicing the needs of over 335,000 students. iTCCS is managed by
the Texas Computer Cooperative (TCC) offering a comprehensive range of business and student
administrative applications written specifically for Texas school districts and charter schools. iTCCS is
your school management software partner for the future: a cooperative effort that is attentive to your
needs and offers you qualified expertise, a full product line, and comprehensive service, support,
consulting, and training.

Visit tcc-itccs.net for more information.

EIS'

TXEIS

TxEIS offers a state-sponsored Student information system, as well as a complete range of Business
applications, designed exclusively for Texas local education agencies (LEAs). TxEIS is a fully integrated
solution that streamlines operational needs and simplifies reporting requirements. And why not add
secure data center hosting, with disaster recovery, supported by trained service technicians. TxEIS
gives you localized support from 19 Education Service Centers across Texas who have expertise in the
needs of their local LEAs and dedication to local customer support. With TxEIS, you'll get complete
peace of mind.


http://www.tcc-itccs.net/
http://www.tcc-itccs.net/
http://www.txeis.net/

The Texas Computer Cooperative (TCC) is a cooperative of 19 of the Texas Education Service
Centers (ESCs) currently serving 875 districts across the state and over 1.1 million Texas
students. For nearly 50 years the TCC has been the leader in delivering products and services
that support Texas LEAs in managing student and business information. The TCC has been
working with strategic partners to develop a comprehensive Business Plan that will ensure we
continue to provide the best products and services to you, our clients.

By 2021, the TCC will establish a single new product suite, merging the functionality of the
current TxEIS and iTCCS products. This new product suite will build on our success as the
leader in the state in compliance and reporting, provide an enhanced user experience, and
further empower LEASs to easily make informed decisions and engage stakeholders through
powerful yet flexible tools and applications.

Current iTCCS clients can expect continued high quality, responsive support. The TCC and your
ESC support team will ensure a smooth transition to the new product, which will offer new
functionality as well as a significantly improved user interface and navigation. ESC support
teams will work with each client individually to develop a customized transition plan.

Current TxEIS clients can expect the same ease of use and navigation with more robust
integration with third party software. We will continue to introduce new software features
and enhancements. Clients will experience a seamless transition to the new product.

Future TCC clients can expect a top quality business and student Enterprise Information
System that meets the needs of all Texas LEAs. We will continue to outperform our
competitors with the largest, most knowledgeable business and student support teams who
can be onsite at any client location in the state in under three hours. TCC software is
developed specifically for Texas LEAs. No competitor matches our understanding of and
compliance with Texas school business rules and requirements.

Sincerely,

Jeff

Jeff Goldhorn, Ph.D.

Executive Director

Education Service Center, Region 20

1314 Hines Avenue, San Antonio, Texas 78208
jeff.eoldhorn@esc20.net

Ph: (210)370-5600

Cell: (210)363-8024
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TXEIS & TSDS Fall 2020 Workshops

You may find these trainings in PitStop on the Region 14 website!

November 10 - Session 109064 — Fall PEIMS Workday - This is a
workday for Student users to complete the Fall PEIMS submission. Fall
Submission is Due December 6.

November 17 - Session 108974 — Fall PEIMS Workday - This is a
workday for Student users to complete the Fall PEIMS submission. Fall
Submission is Due December 6.

December 15- Session 108682 TxEIS End of Semester and Grade
Averaging- This workshop will provide end of Semester 1 Grading
Procedures as well as teach how to run Grade Averaging and Class
Ranking.

January 21 — TxEIS Personal Graduation Plans - Training will be on the
TXEIS PGP application. This is a great training for your campus
secretaries, counselors, or anyone that would be working in the PGP
application. NOT IN PITSTOP YET




ESC Region 14
School finance
November 2020

- -GRCEEST - -

November 5th --PEIUS wortiday-- sign up on TE1S Business Webpage
November10th--PEIMS workday-- sign up on TxE1S Business Webpage
November T1th--PEIUS workday-- sign up on TXE1S Business Webpage
November 12--Fall PEIMUS due to ESC for review
November 19th--Business Forum + Consortium training on TRS-- Session #109040
November 20th - finnual Fingerprinting Certification and Statement of Compliance
due

December 1st--Operations Transportation Report due
December 2nd--Consortium Training on PEIMS data impacts-- Session #108814
December 3rd--Fall PETMS due to TEA
December th--TE1S workday-- sign up on TxE1S Business Webpage
December 10th--Business Forum + TASB BuyBoard presentation
December 16th--W-2, 1099, ACA workshop for TXEIS users --Session 109113



Name

Bill Alcorn
Bryan Allen
Jay Baccus
Kenny Berry
Patti Blue*
Randy Burks
Sheron Caton
Greg Decker
Shane Fields
Scott Hamm
Joey Light
Mary Ross
Bob Spikes
Glen Teal
Mike Thompson
* - Board Chair
** - Vice Chair

Robb McClellan
Mike Wetsel

Category

K-12

K-12

K-12

K-12

K-12

K-12

Higher Education
K-12

Gov't Agencies
Higher Education
K-12

Gov't Agencies
K-12

K-12

K-12

Director of CTS

WTTC Administrator

WTTC Board of Directors - 2020-2021

Organization

Haskell CISD

Merkel ISD

Anson ISD

Clyde CISD

Gustine ISD

Hamilin ISD

Cisco College

Rotan ISD

Region 14 Ed. Srvc. Cntr.
Hardin Simmons

Wylie ISD

West Central Texas Workforce Center
Lueders Avoca CISD

Jim Ned ISD

Ranger ISD

Region 14 Ed. Srvc. Cntr.
Region 14 Ed. Srvc. Cntr.

Years Served Fax #

2

= NN W NEFEPE WNEPE WWNNEDN

940-864-8096
325-928-3910
325-823-6371
325-893-4222
325-667-7303
325-576-2722

325-735-2332
325-675-8659

325-695-3438
325-795-4300
325-228-4211
325-554-7740
254-647-5215

325-675-8659
325-675-8659

E-mail
balcorn@haskell.esc14.net
ballen@merkelisd.net
jbaccus@anson.esc14.net
kjberry@clydeisd.org
pblue@gustine.esc14.net
rburks@hamlin.esc14.net
sheron.caton@cisco.edu
gdecker@rotan.escl4.net
sfields@esc14.net
Scott.E.Hamm@hsutx.edu
jlight@wylie.escl4.net
mary.ross@workforcesystem.org
bspikes@lueav.esc14.net
gteal@jimned.escl4.net
mthompson@ranger.escl4.net

mcclellan@esc14.net
mwetsel@escl4.net

Phone #
940-864-2602
325-928-5813
325-823-4444
325-893-4024
325-667-7281
325-576-2152
325-794-4530
325-35-2686
325-762-3974
325-670-1099
325-692-4353
325-795-4301
325-228-4513
325-554-7500
254-647-1187

325-675-8681
325-675-8662
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\
Meeting Minutes
August 5, 2020

Call to order:

Meeting was called to order at 9:01 a.m. by Bryan Allen

Board members present: Bryan Allen, Patti Blue, Shane Fields, Bill Alcorn, Jay Baccus, Joey Light, Glen Teal, Greg
Decker, Mary Ross, Sharon Caton , Scott Hamm, Bob Spikes, Jonathan Scott and Kenny Berry

WTTC Administrator: Mike Wetsel; WTTC Director: Robb McClellan

Visitors: Christy Cate, Hilary Miller, @jrutkowski, Jason Carter, and Dana Marible

Introduction of Guests: Welcome new Board Member Sharon Caton

Approval of Minutes:
Bill Alcorn made a motion to approve the minutes from February 5, 2020. Motion was seconded by Joey Light. Motion
was approved unanimously.

Financial Report:
Mike stated that everything is in good shape putting us back at about 60%. Jay Baccus made the motion to approve the
Financial Report. Glen Teal seconded. Motion was approved unanimously.

Budget: More supplies have been added to the Maker Space. This year the bill will be higher because we are needing to
purchase a firewall. Robb stated that we could discuss other billing options in the future. One option would be to spread
the budget over a five year period, to make billing more consistent. Bill Alcorn stated that it would be best in his opinion, to
go ahead purchase the Firewall. Sharon agreed and also mentioned discussing a more consistent billing process going
forward. Bill Alcorn made a motion to approve the budget and Bob Spikes seconded. Motion was approved unanimously.

2020-2021 Elections There are 2 Board Member vacancies. Mike will send out an email to the Superintendents for
anyone interested in being a WTTC Board Member. They will be voted on at the next board meeting.

WAN Update: Mike stated that he is in contact with Texas Lonestar Network to help provide services for students out of
range. Mary Ross stated that the Federal Reserve Bank in Dallas is also looking at resources to address the digital
divide.

Mike stated that the wide area network was good overall and the only thing he would add is a UPS at each district.

Other:

Adjourn:
Motion made to adjourn by Jay Baccus and seconded by Byran Allen. Approved by all at 9:23 a.m.



TTC

A Region 14 ESC Cooperative

Agenda
Wednesday, November 4, 2020
via Zoom
https://us02web.zoom.us/j/84458042598

|X|Cal| to Order

& Introduction of Guests
&Roll Call for DL Participants
& Minutes from August 5, 2020
|X| New Vice-Chair

|X| Financial Report

|X|WAN Update

& USAC Update

|X|Other

Next meeting — February 3, 2021

Adjourn


https://us02web.zoom.us/j/84458042598

WTTC Package

The WTTC is much more that just Internet Access. We provide training, instructional technology,
network security, network monitoring, as well as Internet Access. Our staff has over 180 years of
experience in Education and Technology to support you. According to an Internet Security Officer
dealing wih over half of the other Region Centers, we are far ahead of most with our security and other
services.

Instructional Technology — about 34% of your WTTC fee.

We currently have 3 Instructional Technology Specialists. They provide Google Certifications for
Educators, Interactive Education Resources Training, Technology Innovations Training, Technology
Content Training, Professional Development Training and access and training on resources such as our
K-12 Makerspace at our Region 14 Service Station. Professional development classes are included in

your fee.
Christy Cate 12 years at ESC14, 24 years in Education, 20 years in technology

Shawn Schlueter 13 years at ESC14, 26 years in Education including 3 years as Technology Director, 13
years at ESC14 and 10 years as a Science Specialist

Hilary Miller 2 years at ESC14, 17 years in education, 11 years in Technology

WTTC Network - about 66% of your WTTC fee

Internet Access from 2 Internet POPs ensuring that if one provider goes down, you still have Internet
access from another provider. Dual 1 gig fiber routes back to Region 14. All traffic is protected by a
state of the art firewall. Traffic is monitored 24x7 by a third party service to notify us of any instances
warranting action. A product called SecureX ties all of our firewall, endpoint protection, traffic
monitoring as well as third party evaluations into a seamless portal to monitor and protect the network.
The fiber network was purchased for 3 cents on the dollar. The firewall was obtained at an unheard
price of 81% discount and other services are heavily discounted as well. We also provide distance
learning opportunities through traditional DL as well as Zoom.

Joe Hall — Network Engineer 12 years at ESC14, 24 years in technology

Jeremiah Mahaffey — Distance Learning Specialist — 19 years at ESC14

Tim Willis — Network Support — 20 years at ESC14, 20 years in Technology

Jeremy Jones — Server and Network Security 3 years at ESC14, 6 years in technology

Dontay Raglin — Network Security 1 year at ESC14, 3 years in technology

Mike Wetsel — WTTC Administrator 11 years at ESC14, 26 years in Education, 34 years in technology

Robb McClellan — WTTC Director — 20 years at Region 14, 32 years in Education and 23 years in
technology.



XK - ( L/m

Center for
Instructional

g ¢

a

I <K =

Leadership

and
Federal
Programs

L/m L/ x

i )

N

/B

.

&

A
4

2N

November 2020

A

ST ST S

.
£

Emilia Moreno, Director
Cody Carson, Associate Director



Instructional Leadership & Federal Program Updates
November 2020

2021-22 Mentor Program Allotment — Cycle 2

Optional program that provides LEAs with funds to build or sustain beginning teacher mentor
programs

Cycle 2 District Application — November 2 window opens
Application Deadline — December 18

TEA notifies districts of MPA application approval — February 2021
MPA funding begins — September 2021

Additional information:

v Awarded LEAs must abide by TEC 48.114;
v If LEA interest & eligibility exceed the state funding amount:
o Priority points based on — LEA size, rural status, requirement to submit an ESSA
Equity Plan, and percentage of LEA’s student population that qualifies as ECO Dis

For additional information or assistance, please contact Cody Carson @ 325-675-7031.

sk st st sfe s sk ok sk ok sk sk sk sk s sk sk sk sk sk sk sk sk s sk sk sk sk sk sk sk sk s s sk sk sk ok sk sk sk s skoskoskoskok

Grant Update

Safety & Security Grant:
v" Public schools, including the School for the Blind and Visually Impaired and the School
for the Deaf may only expend funds for:
exterior doors with push bars;
metal detectors at school entrances;
erected vehicle barriers;
security systems that monitor and record school entrances, exits, and hallways;
campus-wide active shooter alarm systems that are separate from fire alarms;
two-way radio systems;
perimeter security fencing;
bullet-resistant glass or film for school entrances; and
door-locking systems

A e Al o

Eligible funding amount for most LEAs: $25,000
Last date for an amendment: March 2, 2021; if the needs assessment has changed for this

funding then district will want to amend the application
Grant end date: May 31, 2021




Elementary & Secondary School Emergency Relief Fund (ESSER) Grant:
v" All activities charged to the ESSER grant must be reasonable and necessary to meet the
overall purpose of the program, which is “to prevent, prepare for, and respond to” the
COVID-19 pandemic.

ESSER Key Dates:

March 13, 2020 — Pre-award allowed

March 27, 2020 — CARES Act signed

May 15, 2020 — TEA received federal award

May 15, 2021 — TEA must issue NOGAs to LEAs
September 30, 2021 — ESSER funds end date
September 30, 2022 — 12- month carryover

ESSER Random Validation (RV) Training:
TEA staff will provide training to ESCs in January 2021.
ESCs will train selected LEAs as a requirement of the ESC ESSER Technical Assistance
Grant by the end of February 2021
MARCH 19, 2021: DEADLINE TO SUBMIT DOCUMENTATION FOR
VALIDATION

Some indicators include:
o LEA can provide date(s) that the needs assessment was developed or the date(s)
that the needs assessment was reviewed and/or revised
o Needs Assessment should include:
» 1)How the LEA will determine its most important educational needs as a
result of COVID-19;
» 2)The LEA’s proposed timeline for providing services and assistance to
students and staff in both public and non-public schools (as applicable);
» 3)How the LEA intends to assess and address student learning gaps resulting
from the disruption in education services

o Sample Types of Documentation:
» Documentation of compensation to employees and contractors during the
period of closures related to COVID-19
» Title to materials, equipment and property purchased with ESSER funds




Kindergarten & Prekindergarten Program Requirements

The Early Childhood Data System (ECDS) is a state reporting feature in the Texas Student Data
System (TSDS). Unless specifically exempted by a waiver, all public schools and open-
enrollment charter schools (LEAs) must report assessment data, aligned with the Texas
Education Data Standards (TEDS), that are collected using assessments that are on the
commissioner’s list of approved assessments.

ECDS application will be available for LEAs to load kindergarten data from
November 9, 2020 - January 28, 2021

ECDS application will be available for LEAs to load prekindergarten (PK) data from
November 9, 2020 - June 24, 2021

Public Kindergarten Programs (11-9-20 through 1-28-21)
The reporting of kindergarten program data into ECDS is mandatory for all LEAs that
administer an approved tool from the commissioner’s list, which currently includes the
following:

v’ Texas Kindergarten Entry Assessment (TXKEA) by CLI Engage

v" mCLASS Texas Edition by Amplify Education

Public Prekindergarten Programs (11-9-20 through 6-24-21)
The reporting of public prekindergarten program data into ECDS is mandatory for LEAs that
administer a prekindergarten program

e Type of curriculum:
o The Texas DLM Early Childhood Express
Opening the World of Learning: Texas Comprehensive Pre-K
Big Day for PreK Texas Program
High Scope Preschool Curriculum and Assessment
Frog Street Pre-K
Texas System Teaching Strategies System for Pre-K, Texas Edition
Other
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2020 Results Driven Accountability (RDA)

The 2020-21 determination levels for local education agencies (LEAs) for the bilingual
education/English as a second language (BE/ESL/EL), other special populations (OSP), and
special education (SPED) program areas will be available on October 16, 2020 through the
Ascend application in the Texas Education Agency Login (TEAL).




Summary of Indicators
(Red — No DATA or Report Only for RDA in 2020)

BE/ESL/EL
Domain 1 Indicator #1 (i-v) BE STAAR 3-8 Passing Rate
Indicator #2 (i-v) ESL STAAR 3-8 Passing Rate
Indicator #3 (i-v) EL (Not Served in BE/ESL) STAAR 3-8 Passing Rate
Indicator #4 EL Dyslexia STAAR 3-8 Reading Passing Rate
Indicator #5 (i-v) EL Years-After-Exit (YSAE) STAAR 3-8 Passing Rate
Indicator #6 (i-iv) EL STAAR EOC Passing Rate
Indicator #7 TELPAS Reading Beginning Proficiency Level Rate
Indicator #8 TELPAS Composite Rating Levels for Students in U.S.
Schools Multiple Years

Domain II  Indicator #9 EL Graduation Rate
Indicator #10 EL Annual Dropout Rate (Grades 7-12)

Domain III  Indicator #11 EL Dyslexia Representation (Ages 6-21)

Other Special Populations
(Foster Care/Homeless/Military)
Domain 1 Indicator #1 (i-v) OSP STAAR 3-8 Passing Rate
Indicator #2 OSP Dyslexia STAAR 3-8 Reading Passing Rate
Indicator #3 (i-iv) OSP STAAR EOC Passing Rate

Domain II  Indicator #4 OSP Graduation Rate
Indicator #5 OSP Annual Dropout Rate (Grades 7-12)

Domain III  Indicator #6 OSP Dyslexia Representation (Ages 6-21)

RDA Timeline:

October
= Results Driven Accountability (RDA) Data Released

November
Superintendent identifies District Coordinator of School Improvement (DCSI)
Superintendent and DCSI establish District Leadership Team (DLT)
Department of Review and Support contacts LEAs with Determination Level (DL) 3 or
higher to schedule teleconference to review RDA data, Root Cause Analysis, COVID-19
Impact Protocol and Strategic Support Plan (SSP) development (optional)




= DCSI, DLT, and relevant stakeholders engage in planning activities and develop SSP

December/January
DCSI, Education Service Center (ESC) staff, and TEA staff conduct teleconference to
discuss initial SSP submission *DL 3 or higher for BE/ESL/EL or OSP*
Superintendent submits DCSI qualifications in Ascend: Due Dec. st
DCSI submits SSP in Ascend: Due Dec. 18th
*Submissions Required for Determination Levels 3 or 4 in BE/ESL/EL or OSP*

TEA webinar training link for the following RDA related areas:

e Results Driven Accountability Training — October 13, 2020

e FEL Self-Assessment Overview — December 9, 2020

e Dyslexia Program Evaluation — October 29, 2020 & December 15, 2020

e Dyslexia Monitoring Overview — October 27, 2020
https://tea.texas.gov/academics/special-student-populations/review-and-support/review-and-
support-resources

Ascend Application on TEAL
The 2020-21 determination levels (DLs) for LEAs for the BE/ESL/EL, other special populations
(OSP), and SPED program areas were made available on October 16, 2020 through the Ascend

application in TEAL. Add this application to your TEAL account to view Ascend report for
your LEA.

For additional information or assistance, please contact Emilia Moreno @ 325-675-8674.
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Comparability Assurance Document
ALL districts receiving federal funds are required to submit an ONLINE SURVEY. This survey
is due November 20!

For additional information or assistance, please contact Lucy Smith @ 325-675-8641.



https://tea.texas.gov/academics/special-student-populations/review-and-support/review-and-support-resources
https://tea.texas.gov/academics/special-student-populations/review-and-support/review-and-support-resources

Strengthening Classroom Quicomes

YEARLY SUBSCRIPTION PURCHASED THROUGH
REGION 14

Get 6 Ebooks and 2 On-Demand Workshops
/=2 Annual Subscription $60

START TODAY

Ruby K. Payne, Ph.I)
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RUBY PAYNE, PhD

12-month subscription includes 2 on-demand PD trainings and 6 ebooks
accessible any time during the 12-month period.

{ER HOW TO REGISTER: R
Reag \ www.esc14.net zg/STEQ
Select: District Depot
Log In: Using Your Pitstop Info
Select: aha! Process Subscriptions



http://www.esc14.net

2020-2021
Couruselor of the Year

Nominations now open for the

ESC 14 Counselor of the Year.

Counselor honors will be given
in The following areas:

e K-12 Campus

® Secondary Campus

e FElementary Campus

To nominate your counselor:
https://bit.ly/3drPZqD

Deadline fo Nominate Wednesday, November 18th



https://bit.ly/3drPZqD
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Counselor Consortium Workshops

December Ist- Consortium Exclusive
® Presenter: Author Julio. Cook
o Request aspot: httpsy//bit.ly/37ImbOQ

December 9th- Coffee & Conversation

https://bit.ly/2 GTHTL

January 20th- Reality Therapy
e Presenter: Dr. Brenda Faulkner
® Register here: https://bit.ly/2sudLcY

February 24th- Counselor Mini Conference
® Presenter: Betty White
® Registration coming soon

Councelor of the Year Nominations
® Due November 18th
e Nominate a counselor https://bit.ly/3drPZqD

Counselor Consortium Contact
Zan Wilson
wilson@esclY.net
325-075-8620



https://bit.ly/371mDOQ
https://bit.ly/2GTHTLF
https://bit.ly/2SUdLC4
https://bit.ly/3drPZqD
mailto:zwilson@esc14.net
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Contact Us:

Cody Carson Amy Kotara
ccarson@esci4.net akotara@esci14.net
325-675-7031 325-675-7038

. Region 14 is a TEA authorized provider. We '

: can assist you in implementing HB3 Reading '

: Academies through various pathways : _ .

" including: . : Deep dive training

| Blended Come join the fun! Individualized coaching

Comprehensive _ PLC Support

E‘glte.ra.cy Launching new academy cohorts Artifact Coaching
ministrator 5 Summer 2021!

Local Implementation 5

We can support you through:
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Bus Driver Training
Winter 2021

Registration Fees:

$60 for 8-hour recertification
$150 for 20-hour certification
Additional $150 out of region

8 Hour Recertification
Minimum enrollment for trainings must be at least 10 participants.

Additional trainings will be scheduled as needed.

20 Hour Bus Driver Certification
Session # 109057 - February 1-3, 2021
5:30 - 9:30

ESC 14 Bus Driver Training Coordinators:
Alan Richey, 325-675-8622 arichey@escl4.net
Alicia Gonzales, 325-675-7001 agonzales@escl4.net




Title | Part A &
ESSA Updates

Comparability Submission Title | Zoom Recordings
There are two parts to the annual Comparability e All Title | contacts received
obligations: an email from Lucy on

1.  Comparability Assurance Document 10/6/20 with two Title | zoom

(CAD)- required for ALL districts
receiving federal funds. This is an online
survey where LEAs state whether or not
they are exempt and acknowledge
compliance with a couple of requirements. viewed, if any, in order for
This survey is due November 20 your district to receive credit
2. Comparability Computation Form (CCF)-
required for non-exempt districts. Due in

recordings.
e Please send Lucy an email
detailing which zooms you

November
= Hnghly Qualified Paraprofessnonals
NEW! “Title | Talks” w/ Lucy & Zan Follow the link to find the

e Short zoom sessions to address requirements for paras performing
suttert issties /updates i Title instructional duties on a Title, | Part

A Schoolwide served campus
l, Part A N .
Nov:13 @ 1130 Redister - : The paraprofessional must also meet

2 the state’s paraprofessional certification exam and
e Dec 1l @ 1:30 Register SR

https://bitly/3i343|w

Resources p
e PFE Policy One Pager ' Contact Us ¢
e PFE Remote Learning Lucy Smith
Oneé Pagets 305-675-8641
e CARES Act FAQ as of Imsmith@escl4.net
lo/15/20 Zan Wilson
325-675-8620
zwilson@escl4.net




Career and Technical Education Updates
November 2020

| 2 Upcoming CTE Professional

/10

A" Development

§/1/" Region 14 Perkins V SSA
~  Updates-Nov. 3rd
| \/(11:00 a.m.-12:00 p.m.) Zoom only
,’ oistration link
| #New CTE Teacher Cohort-Nov. 6th
' (9:00-12:00)
M./In Person & Zoom Registration link

“‘}_j‘\ Counselor Chat-November 6th
A 9(1:00-2:00 p.m.)
‘WiZoom only Registration link
CTE Leadership Meeting-Dec. 2nd
(9:00-12:00)
i \InPerson & Zoom Registration link
Business/Industry Partner

BIG COUNTRY MANUFACTURING

ALLIANCE

Administrator CTE Resources Links
Texas Perkins V CTE State Plan (Summary)

Programs of Study (updated)

Chapter 231 Teacher Certifications (updated)
CTE Innovative Courses (updated)


https://pitstop.esc14.net/PITStop/WorkshopLink.aspx?WorkshopID=8886
https://pitstop.esc14.net/PITStop/WorkshopLink.aspx?WorkshopID=8859
https://pitstop.esc14.net/PITStop/WorkshopLink.aspx?WorkshopID=9114
https://pitstop.esc14.net/PITStop/WorkshopLink.aspx?WorkshopID=8857
mailto:vhayhurst@esc14.net
https://tea.texas.gov/sites/default/files/PerkinsV_Executive_Summary.pdf
https://tea.texas.gov/academics/college-career-and-military-prep/career-and-technical-education/approved-cte-programs-of-study
https://texreg.sos.state.tx.us/public/readtac$ext.ViewTAC?tac_view=5&ti=19&pt=7&ch=231&sch=E
https://tea.texas.gov/academics/learning-support-and-programs/innovative-courses/innovative-courses-career-and-technical-education
https://bcmatexas.org/
https://bcmatexas.org/
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HIGHLY MOBILE AND AT-RISK
STUDENT PROGRAMS
DIVISION WEBINAR

Education Service Centers, School District staff, and
Open-Enrollment Charter School staff are encouraged
to attend!

Please join us to hear important information for the
20-21 school year!

Topics include:
e Mental and Behavioral Health Updates
e Safe and Supportive School Program

Highly Mobile Student Engagement
Transition Assistance for Foster Care and Homeless Students

TEXA

Please send any questions to: Jordan.Brownetea.texas.gov s EUCAtoR Agenty

e Student Programs Updates
e and more...



McKinney Vento 101 Training

Who: Dictrict liaicons or school ctaff who has not had McKinney llento 101 training this

year
When: Thursday, November 5, 2020, Time: 9:30- 12:00pm
Where: /irtual

Why: MeKinney Vento Act requires (EAs to identify studentc experiencing homeleseness to

ensure equitable services.

Peqiscter here

Contact: Tina Haywood, thaywood@ecc]q.net, 325.675.8629
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https://esc13.zoom.us/webinar/register/WN_NveE0L42RJmAMTnYNzfycA
mailto:thaywood@esc14.net

SCHOOL HEALTH SERVIGES

Guidance for conducting

bleeding control training
under COVID-19 conditions

e JSenate Bill 11
e Updated September 2020

e Includes Virtual flexibilities

e Find more information here

CERTIFICATIONS
Hearing Vision Spinal
Re-certification

Cody Polk - cdpolk@escl4.net - 325-675-8661



»

CHILD NUTRITION
' PROGRAM
Region 14

Cynthia Whitfield
Barbara Braden
Lori Muzquiz
Cody Polk
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Verification Report  Summer Mandate
The Preliminary

If requesting a waiver, state

Verification Report will open law requires™ board of
November 1st and is due trustees to send written
November 15th. This is a notice of the district's

JotForm and the link to the intention to the district's

Jotform will be provided inan  local school health advisory
email to CEs and in Download ~ council (SHAC) no later than
Forms on TX-UNPS (SNP-123). November 30, 2020.

The count of students reported  *Subject to change, based on
on the Preliminary Verification ~ COVID-19 guidance.
Report MUST equal the count of
students reported on the SFA
Verification Report.



When Contracting Entities (CEs) receive an Engagement Letter from the
Texas Department of Agriculture (TDA) for an Administrative Review (AR),
a Document Request Packet (DRP) is attached. In the DRP, there are lists
of Program documents that must be available for review; many will need
to be uploaded in TX-UNPS for a desk review that will take place prior to
the scheduled review date. In order to improve Program compliance and
efficiency, participants will look at the historical requirements of the DRP
in order to map out an ongoing and up-to-date digital storage plan for
potentially required documents. In addition, participants will diagram and
list the steps necessary to upload DRP documents in TX-UNPS.

CACFP in Adult Day Care Centers

Participants will practice identifying required elements for enroliment,

Meal Production Records, and allowable costs. In addition, participants
will evaluate scenarios in order to identify the ones that demonstrate the
proper use of Offer-Versus-Serve Meal Service. REGISTER

Income and Expenses in the DRP, Part |

Participants will practice identifying required documentation necessary in
order to track income and expenses in a nonprofit food program account
separately. In addition, participants will evaluate scenarios and identify
the ones that demonstrate that enough allowable food was purchased in
REGISTER order to support the claims made.

p P Schedule:
. Ot =7\ 2nd Wednesday of the Month

10:30AM - 12PM

This product was funded by USDA.
This institution is an equal opportunity provider.



Center
for
Teaching and
Learning

November 4, 2020

Lisa White - Director




Review and Support Updates

Cyclical Monitoring Schedule for Cycles
3-6 have been released and can be
found on the TEA webpage

https://tea.texas.gov/academics/special-student-populations/review-a
nd-support/differentiated-monitoring-and-support-dms

ALL districts PL1-4 are required to
submit a DCSI into ASCEND by
December 1, 2020

Self-Assessment will be released in
January 2021 for all LEA's to complete
by April/May 2021

SPED Self-Assessment Overview
webinar- December 16, 2020


https://tea.texas.gov/academics/special-student-populations/review-and-support/differentiated-monitoring-and-support-dms
https://tea.texas.gov/academics/special-student-populations/review-and-support/differentiated-monitoring-and-support-dms

Differentiated Monitoring and Support
Cyclical Monitoring Schedule for Special Education

https://tea.texas.qgov/academics/special-student-populations/review-and-support/diff
erentiated-monitoring-and-support-dms

Region 14

Cycle 1 Reviews 2019-2020 Cycle 2 Reviews 2020-2021 Cycle 3 Reviews 2021-2022

Group 1 (Oct.-Dec.) Group 1 (Oct.-Dec.) Group 1 (Oct.-Dec.)
NA Roscoe Collegiate ISD Breckenridge ISD
Group 2 (Jan.-Mar.) Texas College Prep. Academies Gorman ISD
Albany ISD Group 2 (Jan.-Mar.) Group 2 (Jan.Mar.)
Cisco ISD Colorado ISD Cross Plains ISD
Eastland ISD Loraine ISD Hawley ISD
Group 3 (Apr.-June) Group 3 (Apr. June) Westbrook ISD
Baird ISD NA Comanche ISD
Clyde CISD Group 3 (Apr.-June)
Stamford ISD Aspermont ISD

Sidney 1SD

Cycle 4 Reviews 2022-2023 Cycle § Reviews 2023-2024 Cycle 6 Reviews 2024-2025

Group 1 (Oct.-Dec.) Group 1 (Oct.-Dec.) Group 1 (Oct.-Dec.)
EulaISD Anson ISD Rule ISD
Merkel ISD Blackwell CISD Paint Creek ISD
Jim Ned CISD Hermleigh ISD De Leon ISD
Group 2 (Jan.-Mar.) Rotan ISD Group 2 (Jan.Mar.)
Haskell CISD Group 2 (Jan.-Mar.) Lueders-Avoca ISD
Trent ISD IraISD Roby ISD
Hamlin ISD Wylie ISD Group 3 (Apr.-June)
Group 3 (Apr.-June) Highland ISD Ranger ISD
Sweetwater ISD Moran ISD Gustine ISD
Group 3 (Apr.-June) Rising Star ISD
Abilene ISD
Snyder ISD



https://tea.texas.gov/academics/special-student-populations/review-and-support/differentiated-monitoring-and-support-dms
https://tea.texas.gov/academics/special-student-populations/review-and-support/differentiated-monitoring-and-support-dms

Dyslexia Monitoring
—-NEW--

SB2075 - Relating to public school compliance
with dyslexia screening, reading instrument
requirements, and parent notification

Will follow the Special Education Cyclical
Monitoring schedule

Will begin with Cycle 2 Group 2 in January 2020

Dyslexia Monitoring Overview for LEA's was

recorded and will be posted on TEA website
https://tea.texas.gov/academics/special-student-populati
ons/review-and-support/review-and-support-resources

Questions? Sharon Anglin- sanglin@esc14.net
325-675-7032



https://tea.texas.gov/academics/special-student-populations/review-and-support/review-and-support-resources
https://tea.texas.gov/academics/special-student-populations/review-and-support/review-and-support-resources
mailto:sanglin@esc14.net

Special Education RDA Reguirements

TEsa

Texas Education Agency

2020-21 Results Driven Accountability Intervention Requirements

Special Education (SPED)

Determination Level (DL) Establish a Engage in Submit Strategic
DCSI and DLT Continuous Support Plan (SSP) to

Improvement the Texas Education
Agency
Determination Level 1 | YES ‘ YES ' NO

Meets Requirement . . '
Determination Level 2 YES ‘ YES YES

Needs Assistance _ _ ‘
Determination Level 3 YES YES YES

Needs Intervention _ . _
Determination Level 4 YES YES YES

Needs Substantial
Intervention

e ALL LEA'S must complete and submit a Self- Assessment. (Opens
January 2021 in ASCEND)

e Determination Levels 2-4 will participate in regularly scheduled support
conferences with TEA.

e Determination Levels 3-4 will include Targeted Desk Reviews and
possible On-Site Reviews.

e Strategic Support Plan (SSP) Webinar recording-

https://www.youtube.com/watch?v=GjFyaMFo1xc&feature=youtu.be

e SSP’s due December 18th



https://www.youtube.com/watch?v=GjFyaMFo1xc&feature=youtu.be

Remote Instruction Reminders

New Guidance on Remote Instruction Needs for Special Education/504 Students

hitps://tea.texas.gov/sites/default/files/covid/SY-20-21-SPED-FAQ.pdf (page 2)

6. If my school system chooses not to offer remote instruction to the general student population,
how should my school system address COVID-19-related remote instruction needs for a special
10/152020 education student or a student subject to Section 504? NEW October 15, 2020

If a district chooses not to offer remote instruction to its students generally, it does not have to
do so for an individual student, such as a special education student, unless, after a request by the
parent/guardian or another member of the special education student’s admission, review and
dismissal (ARD) committee, the committee determines as part of the student’s individualized
education program (IEP) that remote instruction is required to receive a free and appropriate
public education (FAPE). The same general considerations would apply to a student receiving
accommodations under Section 504. (Please see the Remote Attendance Requirements section of
the SY 20-21 Attendance and Enrollment FAQ on the TEA COVID-19 Support and Guidance site for
more information on providing remote instruction for students generally.)

https://tea.texas.gov/sites/default/files/covid/SY-2020-21-Attendance-and-Enrollment.pdf (page 17 question
19)

19. Is my school system required to offer remote instruction? NEW October 15, 2020

New No, school systems are not required to offer remote instruction to the general student
population. Please note, however, that remote instruction may be required for individual
students, if a particular student’s individualized education program (IEP) or Americans with
Disabilities Act accommodation requires remote instruction. (For more information about
considerations for students receiving special services, please see the SY 20-21 Special Education

17
tea.texas.gov 00 0 O
FAQ on the TEA COVID-1 L and Guidance site.) Providing remote instruction to the

general student population is a local decision and one that can be modified by the LEA during the
school year. As indicated in the guidance provided within this FAQ, any parent may request that
their student be offered virtual instruction from any school system that offers such instruction.
However, this does not mean that school systems are required to provide remote instruction
throughout the school year. If a parent requests virtual instruction and the school does not offer
it, the parent may enroll in another school system that does offer it for transfer students.

20. Are there specific requirements LEAs must follow to discontinue providing remote instruction
as an instructional model? NEW October 15, 2020

Yes. If an LEA decides to discontinue providing remote instruction, they must give a 14-day notice
to parents and notify parents of the option to transfer to another district for remote instruction.
Those school systems that have discontinued remote instruction prior to the date of this
clarification, even if remote instruction were discontinued without adequate advance notice,
must still ensure parents are aware of their options to continue remote instruction by
transferring to another school system.



Supplemental Special Education Services

https://tea.texas.gov/academics/special-student-populations/special-education/
supplemental-special-education-services-sses
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Supplemental Special Education Services

(SSES) fEvYHON-

About Supplemental Special Education Services

Supplemental Special Education Services (SSES) are on-line accounts made available to eligible parents of
students with disabilities that have been impacted by COVID-19 school closures. Families of students with
eligible disabilities can use the on-line accounts to obtain goods and services up to a specific dollar amount that
supplement what otherwise happens in school to help their child make more educational progress.

Families of students with eligible disabilities can use the on-line accounts to obtain goods and services up to a
specific dollar amount that supplement what otherwise happens in school to help their child make more
educational progress.

B a &)
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FAQ FAQ How the Accounts Work

Frequently Asked Questions Preguntas Frecuentes Information and Resources
about how SSES accounts work.
Coming Soon


https://tea.texas.gov/academics/special-student-populations/special-education/supplemental-special-education-services-sses
https://tea.texas.gov/academics/special-student-populations/special-education/supplemental-special-education-services-sses

Liaisons will support you with the required
LEA activities in the DMS process.

How can ESC Llalsons support you?

Assist Local Education Agencies in developing multidisciplinary teams to
help ensure a broad representation reflective of the LEA size and
demographic.

Assist Local Education Agencies with annual completion of the
Self-Assessment, including familiarization with the TEA developed rubric,
drafting justification statements, and accessing the Ascend Platform.

Assist Local Education Agencies with the development of their Strategic
Support Plan (SSP) as part of the Texas commitment to continuous
improvement that focuses on improving outcomes for students with
disabilities.

Assist Local Education Agencies in gathering necessary student
documentation and preparing for desk reviews and on-site reviews.

Participate alongside the Local Education Agency in phone calls and
on-site visits with TEA.

Connect districts with resources and specialists to support ongoing
continuous improvement.

LIAISONS RECEIVE DIRECT AND ONGOING TRAINING FROM TEA
Review AND SupPoORT TEAM REGARDING THE LEA
ACTIVITIES WITHIN DIFFERENTIATED MONITORING AND SUPPORT.

ESC 14 Special Education Liaisons

Contacts:
Cody Martin,
325-675-8653
Patty Garcia,
325-675-7022
oV
A
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WEDNESDAY, DECEMBER 2
9:00 AM.-12:00 P.M.

Face-to-Face and Distance Learning options!

SIER AT

Click HERE to register

gthomas@escl4.net



34th Annual Gathering of ‘Profcssn onals

The Neuropsychology of
Trauma-Informed Schools
with Dr. Elaine Fletcher-Janzen

C—"—9

Wednesday, December 9th
8:30am-3:30pm _
: Shelhamer (South Carg o\ s)

N e — $25 foe due at registration ~ Lunch included

‘Nz ~ See PITStop for more information ~ Join in-person orvia zoom - |
] Register by 12/2 - Session #109055 @——/a e E
T .

% Autism Extravaganza

< Miarch 1, 2021 "

Guest speaker.
@‘@& PAULA KLUTH

9am-3:30pm
Beltway Park Church North Campus

Registration open in January @ www.esc14.net

L follow the R14Autism
FB page for updates
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